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1.0 Introduction

The Commonwealth of Kentuckwgs access to a variety efiergy resourcesoupled witha

robustnetwork of pipelines and electric transmission lines allowingafonique and diversified

energy infrastructureEnergy providers, generators, transmitters, distributosed associated
equipmenthelpensure astrongand flexible infrastructuréor the state However,Kentuckyhas

the potential toface a wide variety ahan-made and natural hazartireats, most ofwhichare

smallscale and temporaryThese limited disruptions agenerally addressednd resolvedy

energy providersOccasionally, these stuptions occur over wide areas for extendagfriods It

is then that theyaref 6 St SR aSYy SNH& SYSNHS yeSporiséeffort i Ij dzA NA y
multiple public and private agencies.

Disruptions occur for a variety of reasons. These inckxdeaordinary peak demands,
unanticipated refinery or power plant shutdowns, damaged pipelines, transmission congestion,
international political factors, cyber incidents, and terrorism. Hames, severe thunderstorms,
tornados, winter ice storms, floodingnd wildfires are the most prevalent natural disasters and
account for the vast majority of energy emergencies. During regeats, Kentucky has
experienced some loss of service resulting from these occurrences.

The State Energy Office of the Energy and Environment CabineESE(address&nergy
Securityplanning througha longterm lens ofenergy sustainabilityresilienceand efficiency.

The Kentuckgnergy Securitplan(ESPA & 3INRB dzy RSR Ay || TedentSg2NJ 2 7
GCommandSructure (ICS)C 9 a !Gédnunity Lifelines, and the roles of emergency support

functions to support those lifelines.

The main purpose of the KentuckEyergy Securiti?lan is to provide a resource primarily for
state energy emergency personnel that includes:

Adescription of the energy systems in or affecting Kentucky

A profile of energy use and production

Monitoring and response procedures for energy disruptions

Gontact information for key players in the energy systems of Kentucky

= =4 -4

The purpose of the KentuclgSHs to provide coordination, monitoring, assessment, and

response to energgisruptions.TheESPoutlines the current state of energy systems in the
Commonwealth and describes what steps are to be taken, and by whom, in emergencies to help
reduce the impact on the citizens and economy. Es#servess & YSy (1 dz01 &Qa { Gt yR
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Operating Procedure (SOP) and guidance for energy emergency issues.

The effectiveness of thESRs based on its ability to be a living document. It has been developed
as a tool to be applied in managiggergy Securitgnd not as a blueprint to accomplish a
specificresult. As such, it wilbe updatedaspersonnel and situations chang&ach usegither in
exercise or in realorld application, will allow it to be sharpened and refined.

As a living documenthe ESRIoes have distinct phases with at least one phase active at all
times. Exactly where one phase ends and another begins is not a precisgopointllows for
transition. The transition between phases will occur as the conditions in the Commonwealth
change. The four phases of delineation are:

1. Monitoring

2. Situation and Preparation Phase
3. Emergency Response Phase

4. Emergency Assessment Phase

Each phase has its own unique characteristicsiadcussedn detail in the Emergency
Operation Design Conceffection 3.

Energy Securitglanning requires good data acquisition and information management. A limited
number of situations can be prepared for, but in #ed, quick access to accurate data is an
essential attribute of this plan. The Kentudk$Rlescribes a process that looks at all available
data, inventories, assetand liabilities. Because of the unlimited number of potential
emergencieshat canoccur, this Plan will rely heavily on the acquisition and organization of data
in lieu of situational planning @hmodeling. It will also identify stakeholders in the energy arena.

It will examine their roles and interests and assess how those roles and interests enhance
emergency preparedness in Kentucky. Finally, it will outline an orderly process to employ these
assets and agencies in respondingtoergencies

All energy emergencies are defined as energy imbalandssnthe supply of energy resources
is temporarily not able (or allowed) to meet the demaishergy imbalancesan occur at any
time with or without warning. They may be the result of natural evemtartificiallyinduced by
human eventsUpon becoming an emergency, the energy system can move from a normal

2
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balance, or &te of energy security, to an energy shortage to an energyscrithe energy
system can also move from the normal balance directly to a cnisstate of energy insecurity.
Influencingfactors may include:

NaturalDisasters ¢arthquakes, floods, wildfires)

SeveréWNeather Occurrences (tornados, snowdaice storms, hurricanes, wind)
Artificial Pricing (embargos, collusion)

Human Proceedings (labor digps, strikes, cyber incidents)

Government Activities (political instaityl, environmental regulation)

1 Terrorism (direct physicalr@yber)

= =4 4 4

Any of the factors listed above can solely, or in combination, be responsible for a brief energy
disruption or a more prolonged crisis. The difference between general disruption and crisis is
one of magnitude and duration. The syst@istakeholdersability to respond to a disruption

can determine the extent of theesultingcrisis. Issues that must be considered by B&Rn

limiting the scope of or managing an emergency are:

Intensity or Magnitude

Causés)

Geographical Distribution

Duration

CommoditiesAffected

Time of Year

Public Reaction

1 { & & & Ab¥it to Respond and Restore

= =4 =4 4 -4 -5 -2

Because of the dependence of energy through all areas of society, it is difficult to envision and
plan for every possible energy emergemsyeach situation may be unique and require a
specialized plan for correctioBelow is a description of ways critical lifelines are dependent on

energy supply.

TheESRecognizes this potential situational distinctiveness and relies on information,
preparation, and cooperation to address each problem specifically. This requires thaSEhe
dynamic. The strength of this plan is placed in the process to discover solutions. Confidence is
vested in knowledge of the system through data collection and the working relationships of
individuals through a defined structure of operation.
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Basic emergency parameters are random in nature and occurrence. Characteristics of
emergencies that are difficult to predict include the following:

= =4 4 A4

The triggering eveng natural, political, technological

Geographic distribution of the event

Time interval involved

Magnitude of the primary and secondary effects of the emergency
The speed at which the event occurs

These characteristics will obviously influence the ability and manner in which responders treat
energy emergencies. Recognizing the potential unpredictability of these variables necessitates
the development of multiple tools and techniques in managemesgyveral other attributes
associated witlremergencieswhile not present in all emergency situations, occur often enough
to be considered basic planning consideratiohssumptionsnayinclude:

= =4 =4 A

=a

Abnormal weather is the key event triggering outages

Electricity is the commodity most likely to experience outages

Public health and safety services require primary consideration in restoration
There will be many secondary disruptions caused by interruption of the primary
energy flow

Management and repair will require the coordinated efforts of multiple public and
private agencies

Some areas may be inaccessible or need to have access restricted

Hoarding or cost escalation of commodities is a real probability

Information dissemination to the public is critical to diffuse panic.

When the demand for energy is greater than the supply or there is a disruption in the energy
delivery system, energy insecurity is creatégpicallymarket forces and existing energy
providers act swiftly and adequately addresgssk disruptions or imbalancesplwever, these
situationscanoccasionallyesultin an energymergency

If the situation becomes severely imbalanced or no visible means of correction is available, then
state government intervention may become necessary in order to protect the health, safety

4
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gSEFINB 2F Ada OAGAT Syad ¢KS 32 IS NblevidagsisQa Ay i
in the restoration The major reliance should still be on market foraad direct response by
energyowners and operatorfor correction.

¢tKS aidlFldsSQa NRtS Ay YIylFr3Aay3d rtye SySNHe& SYSNH
with other public institutions, energy providers, transportation brokensd energy distribution
groups, the state will attempt to find the least markietrusive solution possible to rectify the
LINPOESYDP ¢KS adldisSQa LINAYIENER 3J2Ffa Ay YIyYylF3Iay

Establish legal authority to oversee management of energy shortfalls
Develop a single point of contact to act as coordinator during emergencies

1
1
1 Ensure provision of energy to essential service
1

Gather and disseminate accurate information in a timely manner during all energy
situations

1 Be prepared to assist with public resources to decrease the severity and longevity of
the emergency

1 Implement programs that effectively respond to the consequences of a variety of
energy shortages

1 Solicitpublic participation in reducing demand during the emergency

1 Keep the public informed about themergencyand the actions that will be necessary
for them to contribute to abating the crisis.
.80l dzaS 2F GKS aidliSQa RSLISYyRSyoOe 2y Ozyadl vyl
management of any disruption is critical. Circumstances can and do change quickly and without
warning. A management system that relies on the overall cootitinaf resources from
multiple public and private sources is imperative to accommodate the near limitless situations
that may arise.



KentuckyEnergy Securiti?lan| 2024

1.5 Community Lifelines

In 2019, FEMA developed tllemmunity Lifelines construct to increase effectiveness in disaster
operations and better position these emergency support agencies to respond to catastrophic
incidents. Of the 1&mergency Support Functions (E$EMA identifiegight Community

Lifelines that are the most fundamental services in the community that, when stabilized, enable
all other aspects of society to function.

Community Lifelines reframe incident informatiand understandng, communicate incident
impacts using plain language, promote unity of effort across the whole commanitly

prioritize effortsto stabilizelifelines during incident response. Duritig initial response,
priority efforts focus on stabilizinGommunity Lifelines.

Medical (Power & Fuel)
Law

o o
%) s
\t’ # (A Potable

i . Water Infrastructure
Security Food Medical Care Power (Grid) Infrastructure Highway/Roadway Facilitles skt o)

® fF = B @ 2 @9

&

Safety and
Security

J

HAZMAT,
ol Wastewate:
Alerts, Pollutants, e

Mass Transit Contaminants

J = B om

Search and
Rescue Shelter Public Health 911 and Dispatch Rallway

Flre Services Hydration Patient Movement fisnsgutvent

m w 9 1

Government Agrculture Fatality Responder
Services Management Communicatlons

(1 0 LA
)
L2 \'J7
Community Safety Medlcal 8
Supply Chaln Flnance Maritime

X

Aviatlon

FHgure 1:FEMACommunity Lifelines
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1.5.1Cross Sector Interdependencies

Below is an illustration of the interdependencies among thecal infrastructure sectors
including the most crucial lifeline sectommunication, transportation, wateand energy

Nuclear Reactors,
Materials, and
Waste

Information Commercial
Technaology Facilities

Communications

Heslth Care and Critical
Public Health . * Manufacturing

Government
Facilities

Transportation

Food and Defense
Agriculiure Industry

Financial
Services

Figure 2: Critical Infrastructur&ector Interdependencies

Lifelines provide an outcorAeased, survivecentric frame of reference that assisesponders

with: Root Cause Analysis, Interdependencies, Prioritization, and Ease of Communidaion.
energy system consists of electricity, natural gas, oil, coal, nuclear, and renewable energy assets
that areinterconnected and complext is necessary that planners understand the dependent
relationships among energy infrastructure systems, key local services, and valued community
assetsldentifying and understandingterdependencies (twavay) or dependencies (ongay)
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between infrastructure assets and sectors is important for assessing risks and vulnerabilities and
energy security and resilience planning.

The Department of Homeland Security (DHS) has defined 16 critical infrastructure sectors
including eergy. All of theother critical infrastructure sectors depend on power and/or fuel to
operate. A disruption or loss of the services provided by the energpiseah directly affect the
secuity and resilience within and across numerous sectors. The energy sector also depends on
other sectors to help provide its services. There are also interdependencies within the energy
sector itself. A comprehensive understanding of such interdependencedesthe sector to
mitigate potential vulnerabilities and helps ensure thati¢ G A 2y Qa SO2y2Ye
deliver goods and services during extraordinary events.

o2yl
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| _Insurance Shipping
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Figure3: Critical Infrastructurelnterdependencies
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In order for infrastructure systemssuch as transportation, communications, watand
wastewater systems to maintain their functionality, energy infrastructure must be operating
properly. This understanding can help plan for additional eneetptedresilience andhelp
mitigate the potential consequences of largeale failures of energy systenssted belows
how energy (power and fuel) can specifically relate to energy supply management issues.

-0n0nmn

FOOD, WATER,
SHELTER

L] TRANSPORTATION

SAFETY &
SECURITY

LIQUID
FUELS

Fuel for power
generation, utility
vehicles

NATURAL
e GAS

HEALTH&
MEDICAL | nospitais, mass () COMMUNICATIONS

Figure4: Energy Lifeline Interdependencies
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LIQUID FUELS
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Figure5: Liquid Fueld.ifeline Interdependencies
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2.0 Organization and Management

In the event of an energy emergency in Kentucky, the following agencies are the responsible
parties involved in identifying, addressirand resolving the&lisruption

TheD2 SNy 2NDRa hF¥FFAOS

Kentucky Division of Emergency Management

State Energy Office in the Energy and Environment Cabinet
Public Service Commission

EnergyAssurancédvisory Group

1 Kentucky Government Agencies

= =4 4 4 A

Not everyeventwill require the involvement of all agencieschagencyworksindependently
to manage specific events without the assistance of other grodpsever each groupvorksin
a cooperative and consolidated manner to addressergenciesvhen they occur.

In the event of a declareemergencythe chain of command and assignment of responsibilities
follows inthe order as outlined above. In addition to the state agencies and resources listed
above, the Commonwealth of Kentucky will seek information and assistance from groups
outside of state government. These groups will include primary energy suppliers, trade
assaiations, transportation providers, pipeline companiasd other relevant organizations.
Input from this diverse group is helpful in determinirngttype and scale of the emergency and
in planning the appropriate response.

EnergyEmergency Responsentacss can be found imlAppendix C.

11
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Kentucky

Emergency
Management

Energy and
Environment
Cabinet

|
[ | I |

Public Service State Energy Department f01|' Departmer;t for
Commission Office ESE2 Enwronm_enta Natura
Protection Resources

Energy Assuran
Advisory Groug

Figure7: Energy EmergendgommandChart

22 D2OSNYy2NRa hFFAOS

The ultimate authority to respond to any emergency resides in the Governor of the
Commonwealth of Kentucky. In accordance with KRS Chap#et00, the Governor may
declare an emergency and assume direct operational control of all disaster and emergency
response forces in the CommonwealtVith the exception of firearms and ammunition, the
Governor may secure any needed resource in the statleidingmeans of transportation and
communication, fuel, food, clothing, medicine, and buildings.

Short of declaring an emergency, the Governor may also take necessary actions to mitigate any
situation that, without intervention, may escalate into an emergency. The Governor can ask the
public to voluntarily conserve electricity, gasoline, and otherrgpesources in times of minor
energy shortfalls. Likewise, in times of a more severe energy crisis, the Governor has the
authority to issue mandatory conservation and usage measures.

In times of an emergency, the Governor is the final communication link, acting as the point of
contact with the federal government and other state governments. In addition, the public looks
to the Governor for critical information and general reassuranbenvdifficulties arise.

12
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TheDirector of theKentuckyDivisiono® YSNA Sy Oe al yI 3SYSyid Aa GKS D
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Kentucky Division of Emergency Management (KXY&EMylivision of thé&entucky Department

of Military Affairs.KYEM functions and roles are dictaieadChapter 3@ of the Kentucky Revised

Statues (Appendix Blf.has two primary mission statesnts.

Mission 1:To protect the Commonwealth from all situations that could result in a loss of
life or loss of property. To establish and maintain world class programs focusing on
education and preparedness, community restoration, communications, service
coordination, panning, preparation, mitigation, response and recovery.

Mission 2: To protect and restore our Commonwealth from all forms of dangers through
effective preparation, mitigation, planning, training, response and recovery operations
using effectivecommunications collaborationand coordinationtechniques.

KYEM is the lead state agency solely dedicated to carrying out mitigation, preparedness
NBalLl2yaS FyR NBO2@SNE NBfIFGSR (2 | OhGdz £t 2N LR
main office is located on the Boone National Guard Center in Frankfort. It als® Aasdl

Response Officdecated throughout the state. In addition, each county in the state has an

Emergency Management Director

Throughout the Commonwealth, the Kentucky Division of Emergency Manag€ii¢aM), as
outlined in KRS 394106 KAR 1:21@&nd 106 KAR 1:22@s responsible for coordination

of emergency response/relief/recovery training and exercises in preparation for natural and
manmade disasters such as tornadoes, storms, earthquakes, hazardous material incidents, as
well as acts of terrorism involving weans of mass destruction

All other agencies in the Commonwealth will actively support KYEM in respoesesigencies
of severe specific incides.
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TheState Energy Office of the Energy and Environment CatiteEEEChas many roles and

functions. SEREC has direct responsibility for developmenEnérgy Securitgnd energy

emergency management planning in the state. The-SBO Q& Sy S NEstippoftkh@ &3 A 2y A
dzi At AT FGA2y 2F |ttt 2F YSyiddzO1eQa SySNHeé& NBazdz
protecting and improving our environment.

Staff within the SEBEC are responsible fimonitoring, advisingandimplementing programs

FYR LI2ftAOASA (2 YSSi (okstatelBle@eiiidia@ivesicrthesy SNB& &
CommonwealthThe office does this through grant management, data and modeling analysis,
education and outreach, and policy support to regulatory agenameaddition to working

directly with the energy commot)i producersthe SEGEEC also works with the companies that
transport and deliver energy resources to processors and consumers.

Along with planning and participation in policy directives for all energy sources, th&SE@as
direct responsibility for the coordination of petroleum fuglpropane, heating oil, kerosene,
gasolineand diesel fuels. The SEEEC has the responsibility to facilitéiath the flow of
information among and between state, federahd nongovernmental agencies durirenergy
emergency situationandthe development and maintenance of tieSP

While theEnergyEmergency Assuranéordinator(EEAC the primary point of contact for
managing and responding to energy emergencies in the statequires a team effort to

provide the level of knowledge necessary to overagaimber ofemergencies. This can be due
to the many disciplines the emergency crosses orspeedat which information isequiredto
respondefficiently. The EEAC in each state has the responsibility to communicate and share
information with other states in the impacted region when a mstate energy emergency
occurs under an agreement supported bgdartment of Energy (DB, national Governors
AssociationNlGA, National Association of State Energy officR\GE({) NationalAssociation of
Regulatory Utility CompanieBlARU({; and National Emergency Management Association
(NEMA.

The SEEEC will respond to energy emergencies, especially those of a catastrophig nsioge
a team concept. Individuals may vary depending on the situation, but the corewdhoonsist
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of the followingmembers Energy Securitgoordinator; data analyst; and public information
officer.

This core team will collectively gather information, analyze the emergency, access available
resourcesand prepare situational reports. The team will also provide information and make
recommendations to th&nergyAssurancédvisory Group (EAAG).

The Kentucky SEEEC is responsible for initiatiggnergency Support Functid2 ESFL2)

during times of energy emergencies. The EET will work together with KYEM and all energy
emergency partners to address any energy deficiency in the StaESECGEEC is the primary
body to assure all Kentucky emergency energy partners are aware of circumstances and
coordinating their efforts to solve any energy emergency.

The Kentuck§nergy Securiti?lanis a component of th&tate Emergency Operations Plan
(SEOP)TheKentucky Division of Emergency Management (KY&WE primary agency
responsible for emergency operations management in Kentucky and ultimately oversees all
aspects of the SEOP. In the event of an emergencyitieetor of KYEM may activate the State
Emergency Operations Center (SEOC), which would activate the 3#@Rding on the type of
emergency, the activation of the SEOP may trigger the activation d $fgof whichESF 12 is
an element.

ESF 155 one of 15 Emergency Support Functions found in Appendix (A3 apdrt of the
SEOPThe basic framework for the ESSfemairs constant from the federal government through
to the smallest local entity. This allows for uniformity of information transfer and structuring of
management responsibilities. Specific procedures and administrative requirements related to
most emergencieare outlined in some detail.

ESFL2is the primaryEmergencyupport Functionthat defines how energyelatedemergencis
in Kentucky will be handled ammlovides resources and personnel to meet the enamgjgated
needs of theCommonwealtthefore, during and after emergency events or disasters.

ESF 13 responsibléor monitoring, collecting, analyzing, and disseminating information on
energy networkssystem damageestimated impact in affected areaand restoration effortsThe
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lead in the rapid restoration of infrastructumelated services after an incident occurs. The term

energy includes producing, refining, transporting, geing, transmitting, conserving, building,

distributing, and maintaining energy systems and related components.

The SEEEC works in coordination and in partnership with the Kentucky Public Service
Commission (PSC) along with other ESFs contained within th@ i eESE@EEC will not normally

act in a direct management capacity during an energy emergency, but will provide coordination,
information and assistance to those agencies providing direct assistance.

The goal of ESE2 is toimplementorganized procedurgto determine how energy resources
are used within the state during an emergency. It does so by establishing organizational
structure, outlining direction and control, developing a concept of operatma assigning
responsibilities. The ESR as found in the SEOP is as follows:

2.5.1 Structure and Operations

ESF12 Coordinator
1 State Energy Office within Energy and Environment CabinetE&E)

Primary Agencies
1 Energy and Environment Cabinet (EEC)
1 Public Service Commission (PSC)

1 Energy Assurano&dvisory GrougEAAG)

Support Agencies

KentuckyOffice ofthe Attorney General{OAG)
KentuckyCabinet for Economic Development (CED)
KentuckyCabinet for Health and Family Services (CHFS)
Kentucky Department fdrocal GovernmenDLG)
KentuckyDepartment of Agriculture (KDA)
KentuckyFinance and Administration Cabinet (FAC)
Kentucky Emergency Management (KYEM)
Kentucky Office of Homeland Security (KOHS)
Kentucky Transportation Cabinet (KYTC)

Kentucky Infrastructure Authority

= =4 =4 4 -8 -8 _-9_45_°9_-2
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U.S Department of Energy Office of Cybersecurity, Energy Security, and Emergency
Response (DOGEESER)

U.S Department of EnerdySFL2

National Association of State Energy Officials (NASEO)

National Association of Regulatory Utility Commissioners (NARUC)

Federal Emergency Management Agency (FER&g)on NESFL2

U.S Department of Energy Office of Cybersecurity, Energy Security, and Emergency
Response (DOGEESER)

National Association of State Energy Officials (NASEO)

National Association of Regulatory Utility Commissioners (NARUC)

Federal Emergency Management Agency (FEMA)YESF

U.S. Department of Energy

U.S. Environmental Protection Agency

MISSION

The mission oESFL2is to provide for the organization, coordination, and direction of all energy
resources within the Commonwealth for use during an emergency. Tihimesby defining and
establishing responsibility and authority in energy matters at the various levels within the
Commonwealthand by establishing close working relationships with public and private sector
energy producers, marketers and transporters.

ASSUMPTIONS

T

T

Corrective actions will require cooperation at multiple levels of government and with
private sector energy providers.

A wide range of events, both natural and human derived, can disrupt existing energy
networks. These disruptions will require state, local and federal agencies to take action,
in conjunction with the private sector, to #establish normalcy.

Not all events will require the participation of all agencies. All events will be managed at
the lowest level of responsibility.

Energy emergencies affecting the state tyificallybe managed by energy related
agencies that comprise the Kentucky Energy and Environment Cabinet

DIRECTION AND CONTROL

T

¢CKS Y,9a 5ANBOGZ2NE OGAl GKS {9h/ 3z Aa (KS
O22NRAYI UGS GKS /2YY2ysSIfiKQa NBalLkRyas
emergency, the SEOC receives guidance and recommendations from #ieESEO
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Additionally, the SEOC coordinates energy emergency policy and actions wik @he
SecretaryThe SEOC is responsible for coordinating issues concerning local government
operations and works directly with local government through the KYEM Area Managers.

1 The SEEEC is responsible for tracking energy networks affecting the Commonwealth
and overseeing the coordination and implementation of Ereergy Securiti?lan.

1 The SE@EEC oversees the activities of theergy Assurancdvisory Group. ThEEC
Secretary chairs the Advisory Group.

1 TheEnergy Assuranckdvisory Group is responsible for @viewing and implementing
the stateEnergy Securiti?lan (2) Representing and communicating the needs of their
respective constituencies to EXE and(3) Serving as liaison to national or regional
organizations.

CONCEPT OF OPERATIONS
Operational Phases
Preparedness
1 Review and updatetate and federatlisaster procedures as they relate ESFL2
activities
Continually monitothe energy network infrastructures and supply chains.

Developthe Emergenc¥nergy Securiti?lan and train key personnel in operational
phases.

1 Access information on existing state and federal databases regarding energy supplies and
demand.

1 Develop and maintain relationships with all public and private energy industry personnel
involved in operational phases of energy management.

1 Participate in exercises to test the operational effectiveness of the emergency response
plan.

Coordinate theEnergy Assuranc&dvisory Group.
Upon instructions from the Governor or representative, shift to response phase.

Response
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Develop situational energy assessment and provide to EEC Secretary and the SEOC.

Contact energy industry personnel and energy emergency committee members to
provide update assessment.

Start a continuity file notebook; the continuity file will consist of all eveatated actions
documented for the event.

Establish contact with and request information on supply and demand from producers,
distributors, or trade organization of the energy commodity experiencing the disruption.

Establish contadhrough the SEO®ith county emergency management agencies in the
affected areas.

Obtain information on current energy utilization conditions and needs.

Coordinate press releases in accordance withHEmergencyEnergy Securitglan and

the SEOC Joint Information Center (J@9, coordinate communicationgilizing

prepared media advisories and public announcements regarding the potential energy
shortage and appropriate public actions.

Obtain current information regarding energy shortages, prices, and curtailments in the
affectedregion.

Share information and coordinate responses between like agencies, if the nature of the
emergency involves multiple states.

Establish contact with respective federal government agencies, providing update on
emergency status and anticipated actions.

Identify and contacthe Federal Coordination Officer (FCO) through the SEOC in
accordance with FEMBSFL2.

Utilize the ReadyDp software for situational awareness and communication with ESF
partners

Activate theEnergy Assuranckdvisory Group

Advise the Governor and the SEOC on current and continuing functions, problems and
activities in the energy area.

Assist the Governor or the SEOC in carrying out the policies, plahsstructions
pertaining to energy resources as outlined in the Emergé&imsrgy Securiti?lan.

Advise the Governor or the SEOCtlme Commonwealtl® @nergy resource needs.

Implement policies and programs outlined in the Emergdfiegrgy Securiti?lan to
maximize available supplies or minimize existing demand levels.
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1 Maintain current information on the availability of energy resources and systems within
the Commonwealth.

1 Analyze the current situation and determine the best utilization of available energy
resources.

I Recommend, if the situation continues to deteriorate, to the SEOC that the Governor
declare a state of emergency under the provisions of GlRgter39A.100.

1 If it appears that options available to the Commonwealth to deal with the problem have
proven inadequate, the next level of mobilization is to request federal assistance. Federal
assistance would generally be available in the case of a national or intamabenergy
emergency. The SEHEEC and representatives from ottegrpropriatestate departments
will be responsible for coordinating, monitoring, and assisting federal programs. Federal
assistance may be requested sooner if such actions prevent the ode#e¢ actions that
are more drastic.

1 Recommend opening of public shelters during time of crisis dealing with enelaggd
problems.

1 Shift to recovery phase upon instructions from the SEOC or the Governor.

Recovery

Carry out operations as directed by the SEOC to save lives and property.
Revert to response or preparedness phase upon direction of the SEOC.

Advise the SEOC and the Governor on current and continuing functions, probleins
activities related to the energy disruption.

1 Assist the SEOC and the Governor in carrying out the policies, plans, and directives
outlined in the Emergendgnergy Securiti?lan or current operational plan pertaining to
restoring energy resources balance.

Advise the Governor or the SEOC on state energy resource needs.
Maintain current information on the availability of energy resources.

Coordinaterequests for energy resources based on current policies or situational
operation plans.

1 Recommend thesslwance ofauthorizatiors for necessary use of energy resources to
essential users.

1 Research, analyze, and determine the best utilization of available energy resources
supply basd on current conditions.
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1 Survey organizations upon completion of the operatamd thecosts of preparing and
conducting the operation.

1 Analyze the effectiveness of the EmergeBergy Securiti?lan in addressing the
situation and formulating a response to the energy disruption.

ASSIGNMENT OF RESPONSIBILITIES
Primary Agencies
Energy and Environment Cabinet
1 Department for Environmental Protection (DEP)

1 The DEP is responsible for coordinating-E§fublic Worksand 10 Qil and
Hazardous Materialgctivities as it relates tenergy issues and works cooperatively
with ESFL2.

1 The DEP is also responsible for assisting with fuel waivers, working on debris
management and solid waste issues following an event, coordinating water and
wastewater emergency information, education and outreach on hazardous material
management during aavent, and responding to oil and hazardous material releases.

1 Department for Natural Resources (DNR)
1 The DNR is responsilflar the inspection, permitting, and reclamation of Kentucky
coalmines and the safety of mineworkers.

1 The DNR is responsible for the permitting, inspection, and reclamation of the crude
oil and natural gas industry in Kentucky.

1 The DNR is responsible for the protection, conservation and enhancement of
YSyiGdzO1 eQa F2NBad NBaz2dz2NOSa FyR FT2N LINR JA
conservation districts.

9 Office of Nature Preserves
T al yl 3Sa G(KS Ol ())\yéﬂQé NJ NI épm@m.éé § )/I? y I
1 Public Service Commission (PSC)

1 The PSC is responsible for all issues dealing with natural gas and electrical service,
including utilities normally considered nguarisdictional.
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1 The PSGiresponsible for natural gas pipelines and electric transmission issues.
1 State Energy Office within Energy and Environment CabinetEGED

1 The SE@EC serves as coordinator for #3Rndis responsible for all issues dealing
with natural gas products angetroleum industres|[all liquid petroleum fuels and
liquid petroleum gas (LPG)].

1 The SEEEC will be the primary agency responsible for monitoring, collecting,
analyzing, and disseminating information on energy networks with the
Commonwealth.

1 The SEEEC will not normally act in a direct management capacity during an energy
emergency buwill provide information and assistance to agencies providing direct
assistance.

1 The SEEEQwIll develop and maintain an Emergeriegergy Securiti?lan for the
Commonwealth.

The SE@EEGQwill coordinate theEnergy Assuranc&dvisory Group.
The SEEEC and the PSC provide staff to the SEOC as needed.

When requiredthe SEGEEGssignESFL2 Coordinators to the Federal JFO as
described in the NRF.

Local Government Representatives
1 County governments are responsible for the coordination of all energy resources within
their respective areas in coordination with the SEOC.

1 Each county judgexecutive or mayor of an urban county government will coordinate
energy resources and supplies during an emergency through the SEOC.

1 Government representatives oversee local or regional energy emergency plans

Supporting Agencies
1 All supporting agencies for this ESF will provide information and resources as required by
the ESH2 Coordinator.

1 Supporting agencies will ensure their representatives are properly trained and exercised
on the plans and procedures relating to their work.
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1 When requested, support agency representatives will conducti2Sfipport activities
as identified by the Secretary of the EEC.

At all phases of an energy emergency, the SEOC is the primary point of coordination and must be
advised of all assistance provided. The SEOC and appropriate law enforcement and emergency
response agencies must be immediately alerted should events det&gitmahe extent that

citizens and property within the Commonwealth are exposed to greater risk.

Energy AssurancAdvisory Group

TheEnergy Assurano&dvisory Group is comprised of public sector advocates, local government
representatives, supporting state agencies, private sector associations, public sector association,
industry and utility partners, along with relevant federal and state associations.

1 The Group wilineet annually to review th&nergy Securiti?lan and at the request of
the EEGSecretary as issues arise.

1 Each member is responsible for communicating to the-BEO of energselated
disruptions, events, needs, or concerns.

1 Each member is responsible for understanding the functions, roles and responsibilities of
ESFL2.

Energy AssurancAdvisory Group Members:
EEC Primary Agencies

Support Agencies

Kentucky Public Service Commission
Office ofthe Attorney General (OAG)

1 The OAG serves as a primary support agency where it represents interests of the public.
OAG deals with issues involving price gouging for all energy sources except for utilities
under the jurisdiction of the PSC.

Private andPublic Associations

KentuckyMunicipal Utility Association
Kentucky Oil and Gas Association
Kentucky Gas Association

Kentucky Coal Association

= =4 4
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Kentucky Utility Information Exchange
Kentucky Association of Manufacturers
Kentucky Chamber of Commerce

Kentucky Chapter of American Petroleum Institute
Kentucky Propanand GasAssociation

Kentucky Petroleum Marketers Association
Kentucky Industrial UtilitCustomers

Kentucky Clean Fuel Coalition

Kentucky Association of Counties

Kentucky League of Cities

Kentucky Council of Area Development Districts
Kentucky Association of Electric Cooperatives
Kentucky Rural Water Association

Kentucky Motor Trucking Association

Kentucky Emergency Management Association
Red Cross

= =4 8 -4 -8 _9_95_42_9_2._-49_-2-_-2._-2_-2_-2-

IndustryRepresentatives

1 Energy industries (mining, extraction, generation, production, transmission, and
distribution, transportation, wholesale and retail) are responsible for operating their
systems and facilities to provide the maximum possible service within their capabilitie
and fulfill essential needs as specified by appropriate governmental authorities. This
includes responsibility for management, continuity, personnel and facility protection,
conservation of supplies, restoration of damaged facilities, and the expaasion
improvement of systems as practical and as necessitated under emergency conditions.

1 To carry out these responsibilities, a representative of the major private sector industries
operating in Kentucky will serve on tBmergy Assuranckdvisory Group and will
recommend priorities, provide guidance and develop solutions.

1 Operational control of the energy industries will remain with the responsible officials of
the industry.

The SEEEC will serve as the coordinating body to asallileSFL2 functionsoutlined in the
SEOP are accomplished. Each organization noted ihZE%#S essential responsibilities that are
critical to theKentuckyESPandthe SEGEEC is responsible for organizing and coordinating this

effort.
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ESFL2 also offers guidance as to how and when agencies will participate in responding to
disruptive or emergency energy situations. H3FRlso offers a broad concept of operation from
preparedness to recovery. Each phase suggests general activitesarried out during that
phase.

The Department of Energy CESER has developed diBSFf | @ 0221 ¢ GKI 0 LINR O
point for energy emergency response planning including a framework for evaluating energy
emergencies, guidance and templates for emergency response actions, and other

supplemental planning, monitoring, and response @s@s. Thd’laybook is intended to

provide guidance on how and when to utilize authorities and response actions detailed in

ESP

The ESE2 Playbook can be found in attachment # 1 of Appendix A.

TheKentucky Public Service Commission (BS&C)hreemember administrative body with
guastlegislative and quasgudicial duties and powers. The PSC regulates od€01ytilities in

the state. It is funded by amssessment, paid by these utilities, based on their annual gross
intrastate revenues. The PSC performs its regulatory functions through issuance of written
orders following adjudicative and rulemaking procedures. Specific citations can be found in KRS
Chaypter 278 and administrative regulations promulgated by the Commission.

The mission of th®SGas to foster the provision of safe and reliable service at a reasonable price
to the customers of jurisdictional utilities while providing for the financial stability of those
utilities by setting fairjust, and reasonableates and supporting their operational competence

by overseeing regulated activities.

The Commission regulates the intrastate rates and services of investoed electric, natural

gas, telephone, wateand sewage utilities, custom@&wned electric and telephone

cooperatives, water districts and associations, and certain aspects of gas pipelines. The following
are some of the areas for which the Commission has regulatory responsibility:

Rate increase or reduction.

Expansion or reduction of utility service boundaries.
Construction and operation of utility facilities.

Meter accuracy.

= =4 =4 A
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Operating conditions of a utility.

Management audits.

Valuation of utility property.

Natural gas and coalurchasing practices.
Issuance or assumption of securities by a utility.
Consumer complaints.

Compliance with service and safety regulations.

= =4 4 4 A 48 -2

The PSC is also responsible for oversifinégulatedelectric and natural gas utilities during any
energy emergencie§.he SEO coordinates information on Aagulated utility interruptions
during an eventSpecific reporting requirements (807 KAR 5:006, Sectiand®7) are

currently in place for the regulated electric utiliti€®ection 27 (cLoss of service for four (4) or
more hours to ten (10) percent or 500 or more of the utifitgustomers, whichever is lessust
be reported to the PSMformation includes the number of customers without service, probable
cause of the failure, personnel and resources dedicated to the proldachan estimated time
of service returning A map of the Electric Distribution Service Areas can be fouSekiton 6.1.
A PSC outage repagmplate can befound at the end of the Disruption Tracking Sectibnt.
Utilizing the PSC reporting system daiavironment for Analysis of Gémcated Energy
Information (EAGLH). The PSC and SEEEGorm a coordinated situational awareness of
statewide outages along with routine communication with regulated and-regulated utility
partners

TheKentuckyEnergyAssurancéddvisory Group (EAAG composed opublicsector advocates,
local governmentepresentativessupporting state agencies, privasector associations, public
sector associationgndindustry and utility partners along with relevant state and federal
associations.

Theorganization®n the EAAG are responsible for communicaiimgrmation and coordinating
resourcedo their constituents and vice versa. Heeorganizationsvill also represent the EAAG
and their constituencies at regional and national meetings that deal with the same type of
energy issues. The EAAG periodically meets to discuss energy issues aestipaliaffect the
state.
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TheCabinet for Health and Family Services (CHfe®)des funding and program oversight for
the Lowincome Home Energy Assistar@egram (LIHEAPYhile theKentucky Housing
Corporation(KHC) provides program oversight for thieatherization Assistance Program
(WAP)and coordinates community action agency and citizen advocacy iddoes.details on
these programs can be found in section 8.0)

TheOffice of the Attorney General (OA&5sists in customer complaints, consumer protection
and issues requiring legal assistance. It also investigates price and service complaints, except for
specific price complaints against utilities under the jurisdiction of the PSC.

TheDepartment of Agricultur® @sponsibilities includevorking with agricultural producers and
commodity groups to monitor fuel or electricity disruption effects within sector such as events
affectingpropanefor the poultry industry or other industry impacts. In addition, the Department
is responsible fosupporting accurate weights and measuoéguel and assisting witiReed

Vapor Pressure(RVPWwaivers

TheKentucky Department for Public Heal(fbPH) is responsible for developing and operating
state public health programs and activities for the citizens of Kentucky. The mission of DPH is to
improve the health and safety of people in Kentucky through prevention, promgdiach

protection.

TheDepartment of Aging and Independent Living (Dilithe Cabinet for Health and Family
ServicegCFHS)s the designated State Unit on Aging under the Older Americans Act. Their
mission is to develop communityased systems of care that foster independence and quality of
life of older persons and yourignctionallyimpairedadults. Services include Homecare, Adult
Day/Alzheimer's Disease Respite, Ombudsman Services, Senior Employment Personal Care
Attendant Services, Benefits Counseling, Caregiver supgradtother services such as
congregate and homdelivered meals and supportive services.

TheKentucky Transportation Cabinet (KY3&Yyes as the lead agency to determine if waivers
Federal Motor Carrier Safety Administration (FEMQ®4lilationsare appropriate and/or
required. Coordination for such waivassssued bythe KYTC Department of Vehicle Regulation.

Themajor mission of th&entucky Office of Homeland Security (KOBI&) lead the
Commonwealth's coordination and collaboration efforts with public and private preparedness

28


http://chfs.ky.gov/
https://chfs.ky.gov/agencies/dcbs/dfs/pdb/Pages/liheap.aspx
http://www.kyhousing.org/Pages/default.aspx
http://www.kyhousing.org/Pages/default.aspx
https://www.kyhousing.org/Partners/Developers/Single-Family/Weatherization-Assistance/Pages/default.aspx
https://www.kyhousing.org/Partners/Developers/Single-Family/Weatherization-Assistance/Pages/default.aspx
http://ag.ky.gov/
https://www.kyagr.com/
https://chfs.ky.gov/agencies/dph/Pages/default.aspx
https://chfs.ky.gov/agencies/dail/Pages/default.aspx
http://transportation.ky.gov/Pages/default.aspx
http://www.fmcsa.dot.gov/
http://homelandsecurity.ky.gov/
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partners to ensure a ready and prepared Kentucky. Specific emelafed tasks for KOHS are
related tocounterterrorism aitical infrastructure buffer-zone protection, community safety

and securityand ederalgrant administration. The KOHS also has administrative oversight of the
Kentucky Intelligence Fusion Center (KIFCaddition to other security activitiethe KIFC

serves aa 24/7traffic and inciderimanagement center that monitors highway construction,
maintenance, weather, and other everdaffecting traffic flow andighwaysafety.

TheDepartment for Local Government (DLaS§ists in the coordination of energy issues and
concerns with municipalities and county judges. DLG is particularly adept in the dissemination of
information and training of local government officials.

States interact with many agencies to help protect citizens or assets during times of energy
shortages or emergencie§hefederal agency that states generally work with more than any
other in this capacitys theDepartment of Energy (DQHhe Energy Information Administration
(EIA s the chief federal agency that compiles energy data and statistics. In addition to other
energy information, DOE also maintains a secure SiteRneffor state agencies and other
responders to share information on responding to and planning for energy disruptions.

TheOffice of Cybersecurity, Energy Security, and Emergency Response (GiESE&R)s to
maintain unique sectowide situational awareness; discover and mitigate vulnerabilities and
cyberthreats; andorchestrateresponse and recovery operations through capacity building,
partnerships, research, and information shartogsafeguard against all hazards and protect our
VIEGA2Yy Qa4 SgESEHEtéesan&emdigbnéydplanning and response. It is also the
primary federal agency for formulating strategies to protect critical infrastructure under the
National Infrastructure Protection PIgNIPP).

CESERas regional ESE2 coordinators thafacilitate incident coordination across government

and with the private sector to enhance response and recovery efforts and coordinate federal
capabilities to mitigate the impact of energy disruptions. Formal incident coordination processes
and proceduresincluding the deployment of cybassistance capabilities, are aligned with the
National Incident Management System (NIMS) and National Response Framework (NRF) in
place. In the event of ayberincident DOE wi exercise its emergency authority for cyber
incidents based on thesdearly definedorocesses and procedures. Ongoing activities include
training, exercises, and information sharing.
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https://homelandsecurity.ky.gov/Fusion-Center/Pages/default.aspx
https://kydlgweb.ky.gov/
http://energy.gov/
http://www.eia.gov/
http://www.eia.gov/
https://www.oe.netl.doe.gov/ISERNET/login.aspx
https://www.energy.gov/ceser
http://www.dhs.gov/files/programs/editorial_0827.shtm
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DOEEnvironment for Analysis of Gémcated Enerqy Informatiofic AGLE) system is an

interactive geographic information system (GIS) that allows users to view and map the nation's
energy infrastructure and obtain near rei@ine informational updates concerning the electric,
petroleum, and natural gas sectors within one visualization platfoEAGLE provides

capabilities for monitoring energy infrastructure assets, reporting energy outages, displaying
potential threats to energy infrastructure, and coordinating emergency response and recovery.
EAGLH is a tool developed by a set of institutions from the United States that enables users to
locate scientific resources around their country. It uses an ontology to map the resources (such
as scientific equipment) to their location faa@liing reuse and collaboration.

The following tables provide an overview of the many federal departments and agencies that

play a role in energgecurity. Many of these agencies have roles and responsibilities that extend
0Se@2yR GKS SySNHe& i S@latedatvitioshay&beenBdegoize®as Sy S NH
applying to electricity, liquid fuels, or natural gas. Agencies that safeguard thesegloeity and

physical security of energy infrastructure are also indicated.

Il 3SYOASaQ SySNHE& a4SOdaNAGe | OGABGAGASE YIe Ay@?
oEnergy emergency preparedness and response, including hosting and participating in

preparedness planning and exercises de@loying responders or resources during
emergency everst

ainformation sharing and situational awareness, including publishing data and threat
information and issuing situation reports during emergency events.

uDevelopment and enforcement of standards and regulations for energy industry safety
and security. During emergency evergeme of these standards and regulations may be
waived to facilitate faster response and restoration.
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Preparedness Situational Standards &
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Figure 10: Federal Agencies Energy Security Activities
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Department or Agency Energy Security/Emergency Response Role

White House

The White House particularly theNational Security Countil
participates in public briefings and interagency situational
awareness activities. The President also has the authority to
declare a national state of emergency.

Department of
Homeland
Security (DHS)

Federal
Emergency
Management
Agency (FEMA)

Cybersecurity
and
Infrastructure
Agency (CISA)

U.S. Coast Guarc

FEMAcoordinates federal incident response and recovery
FOGAGAGASAaD® C9a! Qad RdziASa R
President in carrying out th8tafford Act operating the National
Response Coordination Center (NRCC), supporting all Emer:
Support Functions (ESFs) and Recovery Support Functions (
FEMA mission assigns the Defense Logistics Agency (DLA) 1
provide fuel support to federal responders arifirequested,
SLTT responders and critical infrastructuFMA fund®ublic
Assistanc€PA) disaster funds, hazard mitigation projects
through theBuilding Resilient Infrastructure and Communities
(BRICProgramHazard Mitigation Grant Program (HMG&nd
others.

CISAeads the national effort to understand, manage, and
reduce risk to cyber and physical infrastructure. CISA manag
the PipelineCybersecurity Initiativeleveraging expertise from
government and private partners to identify and address
cybersecurity risks to pipeline infrastructure. CISA publishes
practices for cybersecurity protection. During a cyber incident
CISA assists impacted infrastructurelds investigate the
responsible actors, and coordinates the national response to
significant cyber events.

TheU.S. Coast Guais the principal federal agency responsibl
for maritime safety, security, and environmental stewardship
U.S. ports and inland waterways used for the movement of
energy products, including petroleum, natural gas, and coal."
Coast Guard reviews and@pves security assessments and
security plangleveloped by vessel owners and terminal
operators, and inspects terminals for compliance with securit
NEBIljdzZA NSYSyidad ¢KS /21 ald Ddz
during hurricanes and other severe weather that can disrupt
energy supplies (primarilyglilid fuels) into and out of U.S. ports
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https://www.whitehouse.gov/nsc/
https://www.fema.gov/
https://www.fema.gov/disaster/stafford-act
https://www.fema.gov/assistance/public/program-overview#:~:text=FEMA%27s%20Public%20Assistance%20Program%20provides,from%20major%20disasters%20or%20emergencies.
https://www.fema.gov/assistance/public/program-overview#:~:text=FEMA%27s%20Public%20Assistance%20Program%20provides,from%20major%20disasters%20or%20emergencies.
https://www.fema.gov/grants/mitigation/building-resilient-infrastructure-communities
https://www.fema.gov/grants/mitigation/building-resilient-infrastructure-communities
https://www.fema.gov/grants/mitigation/hazard-mitigation
https://www.fema.gov/grants
https://www.cisa.gov/
https://www.cisa.gov/pipeline-cybersecurity-initiative
https://www.uscg.mil/
https://www.dco.uscg.mil/Our-Organization/Assistant-Commandant-for-Prevention-Policy-CG-5P/Inspections-Compliance-CG-5PC-/Office-of-Port-Facility-Compliance/Domestic-Ports-Division/amsc/
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Department or Agency Energy Security/Emergency Response Role

Transportation  TSAoversees the physical security and cybersecurity of all U.

Security pipelines. TSA issues directives for owners and operators of
Administration pipelines to better secure pipelines against cyberattacks. TS#
(TSA) also oversees security at marine ports, where oil and gas ma

terminals, petroleum refineries, and other energy infrastructu
may be located. TSA conducts background checks and issue
federal identification cards (calletWIC® casg)l to workers
accessing secure areas within port boundaries, including fuel
truck drivers, refinery workers, and other energy industry
workers. TSA may waive TWIC requirements during energy
emergencies to facilitate energy restoration and response

activities.
Cczm2 CBP is the primary federal agency tasked with ensuring the
(CBP) aSOdzNRiGe 2F GUKS yliAz2yQa o2
and administering laws and regulations to control and overse
vessel movements in to, out of, and between U.S. ports. CBF
enforcesthe Merchant Marine Act of 1920, also called tlenes
Act, which generally prohibits the transportation of merchandi
between two U.S. ports in any vessel not built in, documentet
under the laws of, and owned by citizens of the United States
Applications may be made to CBP for the Secretary of Home
Securiy to grant a Jones Act waiver, which can help facilitate
delivery of fuel and equipment during energy shortages.
u.sS. Office of / 9{9wQa YAaairzy Aa (G2 SyKly
Department of Cybersecurity,  infrastructure to all hazards, mitigate the impacts of disruptive
Energy Energy Security, events and risk to the sector overall through preparedness ar
and Emergency innovation, and respond to and facilitate recovery from egyer
Response disruptions in collaboration with other federal agencies, the
(CESER) private sector, and State, local, tribal, and territory

governments.

/ 9{9wQa LINBLI NBRySaa | yR NB
capacity building, energy security and resilience planning,
hosting energy emergency exercises and deployinglESF
responders to impacted regions during emergencies. CESER
facilitates interagencyaordination, shares situational
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https://www.tsa.gov/
https://universalenroll.dhs.gov/programs/twic
https://www.cbp.gov/sites/default/files/assets/documents/2020-Oct/Jones-Act-Informed-Compliance-Publication-September-2020.pdf
https://www.cbp.gov/sites/default/files/assets/documents/2020-Oct/Jones-Act-Informed-Compliance-Publication-September-2020.pdf
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Department or Agency Energy Security/Emergency Response Role

Office of
Electricity (OE)

Office of
Enterprise
Assessments

U.S. Energy
Information

awareness products, and provides emergency response sup|
to SLTT governments.

CESER also advances research, development, and deploym
technologies, tools, and techniques to reduce risks to the
blFriA2yQad ONRGAOIT SySNHe& Ay
emerging threats.

CESER administers programs that can be used to mitigate
impacts to energy infrastructure and energy supply, and to
provide resources during energy emergencies:

9 TheFederal Power Act Section 202¢cants DOE the power
to temporarily order connections of facilities, and
generation, delivery, interchange, or transmission of
electricity during grid emergencies.

1 TheStrategic Petroleum Reserigea federally owned
emergency supply of crude olblumes can be released to
mitigate the impact of crude supply disruptions.

1 TheNortheast Home Heating Oil Reserued Northeast
Gasoline Supply Resermpmvide emergency supplies of
heating oil and gasoline, respectively.

OELINP BARS& ylL A2yl f £ SIRSNAK
energy delivery system is secure, resilient and reliable. Throt
research and development, OE develops new technologies tc
improve electric infrastructure. OE also oversees the Federal
state ekctricity policies and programs that shape electricity
system planning and market operations.

TheOffice of Enterprise Assessmewpigersees four federal
Power Marketing Administrations (PMA$onneville Power
Administration BPA, Southeastern Power Administration
(SEPA Southwestern Power Administratio8\(VPAand
Western Area Power AdministratioWW@APA ¢ that operate
electric systems and sell the electrical output of federally owr
and operated hydroelectric dams in 34 states.

ElAcollects, analyzes, and disseminates independent and
impartial energy information to promote sound policymaking,
efficient markets, and public understanding of energy and its
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https://www.energy.gov/ceser/does-use-federal-power-act-emergency-authority
https://www.spr.doe.gov/default.htm
https://www.energy.gov/fecm/northeast-home-heating-oil-reserve
https://www.energy.gov/fecm/northeast-gasoline-supply-reserve
https://www.energy.gov/fecm/northeast-gasoline-supply-reserve
https://www.energy.gov/oe/office-electricity
https://www.energy.gov/ea/office-enterprise-assessments
https://www.bpa.gov/
https://www.energy.gov/sepa/southeastern-power-administration
https://www.swpa.gov/
https://www.wapa.gov/
https://www.eia.gov/
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Department or Agency Energy Security/Emergency Response Role

Administration
(EIA)

Federal Energy
Regulatory
Commission
(FERC)

AYUSNI OGA2y @gAUK GKS SO2y2Y
can be used in energy security planning and energy emerger
response activities. EIA publisieate energy profilesdata
products related to energy supply, demand, infrastructure, an
prices, as well as Gi&aps.

FERG an independent agency that regulates the interstate
OGN yavyraairzy 2F StSOGNROAGE
includesoversight of the transmission and wholesale sale of
electricity in interstate commerce, transportation of oil by
pipeline in interstate commerce, and proposals to build liquef
natural gas (LNG) terminals and interstate natural gas pipelin
as well adicensing hydropower projects. During energy
emergencies, FERC also has emergency authority under the
Interstate Commerce Atb direct companies to provide
preference or priority in transportation, embargoes, or
movement of traffic.This authority can be used to direct
interstate pipeline operators to prioritize shipments of specific
fuels to address shortages.

u.sS.
Department of
Transportation

Federal Motor
Carrier Safety
Administration
(FMCSA)

Pipeline and
Hazardous
Materials Safety
Administration
(PHMSA)

FMCSAets safety requirements for interstate commercial
drivers, such as hours of service requirements limiting how lo
drivers can be on the road before a mandatory break. During
energy shortages, FMCSA can waive these requirements to
facilitate the deliveryof specific energy products, most often
liquid fuels, or to facilitate the movement of utility crews, truck
and other resources involved in the restoration of electric
power.

PHMSAegulates pipelines and rail tank cars to advance the ¢
transportation of petroleum, natural gas, and other hazardous
materials. The agency establishes national policy, sets and
enforces standards, educates, and conducts research to pre\
incidents.The agency also prepares the public and first
responders to reduce consequences if an incident does occu
During pipeline incidents (explosions or spills), PHMSA
investigates and issuesrrective action orderto pipeline
operators before pipeline service can resume. During energy
shortages, PHMSA can issue emergency special permits anc
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https://www.eia.gov/state/
https://atlas.eia.gov/
https://www.ferc.gov/
https://www.ferc.gov/about/what-ferc/what-ferc-does#:~:text=The%20Federal%20Energy%20Regulatory%20Commission,well%20as%20licensing%20hydropower%20projects.
https://www.govinfo.gov/content/pkg/USCODE-2011-title49/html/USCODE-2011-title49-subtitleIV.htm
https://www.fmcsa.dot.gov/
https://www.phmsa.dot.gov/
https://www.phmsa.dot.gov/pipeline/enforcement/enforcement-overview
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Department or Agency Energy Security/Emergency Response Role

waivers of certain regulations to facilitate the pipeline supply
fuel to the affected region. PHMSA also regulatgktank cars
that carry petroleum, biofuels, or liquefied natural gas.

U.S. Environmental Protection

Agency (EPA)

EPAsets standards for certain fuels, including regulating the
vapor pressure of gasolineequiringreformulated gasolinén
certain markets, and specifying the sulfur contentiesel fuel
These fuel specifications can be waived during emergencies
facilitate the supply of fuel into the affected region, or to provi
fungibility of available supply within the affected region.

EPA also regulates air emissions from energy infrastructure,

including power generating facilities and fuel storage terminal
During events, EPA may choose not to enforce these regulati
to facilitate power supply and fuel supply in the affected regio

Internal Revenue Service (IRS)

IRScollects federal motor taxes on diesel fuel used for on
highway transportation. Diesel used for diifghway purposes
(heavy machinery, generators, farm equipment, etc.) is not
subject to tax and is dyed red. In coordination with EPA, the |
can choose tmot collect the penalty typically imposed on usin
non-highway diesel in omoad vehicles (although the IRS still
collects tax on this fuel).

Department of U.S. Army Corps

Defense (DOD) of Engineers

(USACE)

USACIHssists FEMA during disaster response, including inste
generators and delivering generator fuels in communities
through itsTemporary Emergency Power Missamd sending
responders to assist in disasters and provide situational
awareness.

U.S.Nuclear Regulatory
Commission (NRC)

TheNRds involved iremergency preparedness and response
involving nuclear facilities or materials. The NRC also publish
daily statugreport on all nuclear power reactors.

u.S.

Federal Bureau

Department of of Investigation

Justice (DOJ)

(FBI)

TheFBlleadsinvestigations into cyber attacks and intrusions
The FBI collects and shares intelligence and engages with vi
while working to unmask those committing malicious cyber
activities.
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https://www.phmsa.dot.gov/safe-transportation-energy-products/safe-transportation-energy-products-overview
https://www.epa.gov/
https://www.epa.gov/gasoline-standards/gasoline-reid-vapor-pressure
https://www.epa.gov/gasoline-standards/reformulated-gasoline
https://www.epa.gov/diesel-fuel-standards
https://www.irs.gov/
https://www.usace.army.mil/
https://www.usace.army.mil/Missions/Emergency-Operations/emergency_support/temp_power/
https://www.nrc.gov/
https://www.nrc.gov/about-nrc/emerg-preparedness.html
https://www.nrc.gov/reading-rm/doc-collections/event-status/reactor-status/index.html
https://www.fbi.gov/
https://www.fbi.gov/investigate/cyber#:~:text=The%20FBI%20is%20the%20lead,cyber%20activities%2C%20wherever%20they%20are.
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Department or Agency Energy Security/Emergency Response Role
U.S. Bureau of Safety BSEMas responsibility for the safety of the environment and
Department of and conservation of offshore resources. BSEE administer®ih®pill
the Interior Environmental  Preparedness Prograand provides support fail spill
(Do) Enforcement response effortsDuring hurricanes and other inclement
(BSEE) weather in the Gulf of Mexico, BSEE publishes data on the

offshore oil and gas rigs that have been evacuated, as well a
amount of production that has been temporarily shut in. BSEI
also leads the development wforkplace safety and
environmental compliance strategies foifshore renewable
energy project®n the Federal Outer Continental Shelf.

Other Information Resources

Resource: CESER Energy Waivers Library

/9 { %Eweths Waivers Libraprovides additional detail on regulatory relief granted by fede
agencies during energy disruptions. The library also lists contact information for each age
provides examples of past uses of each waiver.

Resource: CESER Roles and Authorities

! 9 { Rai€¥and Authoritiewebpage outlines the various executive branch and DOE autho
GKFdG SadlroftAakK /9{9wQad NRfS Ay &SOdz2NAy3
awareness, discovering and mitigating cyber threats, and orchestrating response andrye
operations.

Resource: Power Outage Incident Annex (2017)

For more detailed descriptions of federal agency roles during atlenmg power outage, refer tg
Table 10: Roles and Responsibilities in a L-diegm Power Outage Incident y C Pawe
Outage Incident Anne(2017).
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https://www.bsee.gov/
https://www.bsee.gov/what-we-do/oil-spill-preparedness
https://www.bsee.gov/what-we-do/oil-spill-preparedness
https://www.bsee.gov/what-we-do/oil-spill-preparedness/oil-spill-response-support
https://www.bsee.gov/what-we-do/oil-spill-preparedness/oil-spill-response-support
https://www.bsee.gov/what-we-do/renewable-energy
https://www.bsee.gov/what-we-do/renewable-energy
https://www.energy.gov/ceser/energy-waivers-library
https://www.energy.gov/ceser/authorities-and-roles
https://www.fema.gov/sites/default/files/2020-07/fema_incident-annex_power-outage.pdf
https://www.fema.gov/sites/default/files/2020-07/fema_incident-annex_power-outage.pdf
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Resource: National Incident Management System (2017)

C 9 a IN&ianal Incident Management System (NINd&)vides a consistent nationwide template th
guides all levels of government, nongovernmental organizations and the private sector throu
command and coordination of incidents, resource management, and information managemen
framework is apptable to emergency responders and other emergency management personnel,
the private sector, and elected and appointed officials responsible for making decisions reg
incidents.

Figure 11: Descriptions of Federal Energy Securigng&rgencyResponse Roles

Not listed in the table above but nonetheless critical to state coordination are the agencies listed
below.

TheU.S. Department of Agriculture (USDPsponsibilitiesnclude propane for crop drying,
protecting livestock, and supporting accurate weigaisl measures. TheuralDevelopment

Utilities Program (RDUB)also housed at USDA. The RDUP provides funding and tracks energy
consumption data for rural electric cooperatives.

TheU.S. Department of Commerce (DG€Rn excellentesource for demographics used in
developing emergency planning documents. DOC also housé&utieau of Ocean Energy
Management, Reqgulation and Enforcement (BOEMREMNerly theMineral Management
Servicepnd theNational Oceanic & Atmospheric Adnsimation (NOAA)The BOEMRE
regulates the oil and gas production fields in the @fifexico. NOAA provides weathezlated
information includingime-sensitive data fotracking hurricanes, wildfires, winter storms, and
other emergencies.

2.10 Regional Coordation

Energy Emergency Response

TheEnergy Emergency Assurance Coordinators ProgfaBEALIs a cooperative effort between

GKS | ®{® 5SLI NLIYSYyld 2F 9ySNHe&Qa o65h90 hFFAOS
Response (CESER), the National Association of State Energy Officials (NASEQO), the National
Association of Regulatory Utility Conssioners (NARUC), the National Governors Association
(NGA), and the National Emergency Management Association (NEMA).

The EEAC Program provides states with a means of sharing and receiving credible, accurate, and
timely information with other states and DOE leading up to and during energy emergencies.
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https://www.fema.gov/emergency-managers/nims
https://www.usda.gov/
https://www.rd.usda.gov/about-rd/agencies/rural-utilities-service
https://www.rd.usda.gov/about-rd/agencies/rural-utilities-service
http://www.commerce.gov/
https://www.boem.gov/
https://www.boem.gov/
http://www.noaa.gov/
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Structured communications are essential for understanding the severity, magnitude, and
consequences of energy disruptions regardless of the causes.

EEACs serve as points of contact for DOE in the event of an emergency. Membership is made up

of representatives from state energy offices, public utility commissions, statd E&Sponders,
emergency management agencies, homeland security agenciesgeahments, and
A20SNY2NEQ 2FFAOSad | RBRGAZ2Y I f 3JdzARFYyOS OFy o

Kentucky SEGEQas designated a primary and secondary EEAC contact who have planning
and/or response roles during energy emergencies. These individuals are registeredrmeat,ISER
which DOE hosts. States should review and update their EEAC contacts annually.

National Response Framework

In 2008, the U.S. Department of Homeland Security released the National Response Framework
(NRF), which establishes a comprehensive approach to prefdariagd providing a unified

response to disasters and emergencies. It describes specific authorities and best practices for
managing incidents that range froseverebut localized to largescale terrorist attacks or
catastrophic natural disasters.

A foundational principle upon which the NRF rests is emmgggartnership across all
jurisdictional levels federal, state, and localhispartnership provides unity of effort that
respects jurisdictional authorities and operational capabilities and ensures efficient incident
management and effective use of resources.

During energy disruptions and emergencies, th& Departmentof Energy(DOE), as the

Federal lead for Energy through Emergency Support FunctigrEh2rgy (ESE2), provides
coordination across local, state, tribal, territoriahd federal government entities;

nongovernmental organizations; and the private sector to enhance response and recovery
efforts. In addition to conducting regular touchpoints with industry entities and the Federal
interagency, DOE achieves this by hostegjonal coordination calls for state energy entities or
participating in regional coordination and informatisharing calls for State Energy Offices

hosted by the NASEO Energy Security i@itt@e prior to and during energy emergencies. KY
SEQas a member of the EEAC and the NASEO Energy Security Committee, participates in these
calls to share and receive information with US DOE CESER and impacted states.

DOE also provides timely and accurate situational awareness through the release of event
specific and monthly Situation Reports (SitReps) which are designated as Official Use Only. KY
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https://www.naseo.org/Data/Sites/1/documents/energyassurance/eaguidelines/guidance-for-the-review-and-updating-energy-emergency-assurance.pdf
https://urldefense.com/v3/__https:/www.energy.gov/ceser/response-recovery__;!!Db6frn15oIvDD3UI!hv92RG7fS88i2ZEBVubEQL1Sa7r8kjIa6eJgzAc4rpw6unT80uSWXkhdlAImsl7RYV7qsbwWMDwAG9Ny5GYVx536$
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SEQas a member of the EEAC, is a recipient of and contributor to these SitReps which provide
for a common operating picture in regions impacted by hazards and whose energy security,
delivery, or infrastructure systems have been compromised.

NASEO Energy Security Committee

TheKentuckySEGEEGs an active member of the NASEO Energy Security Comnait&tate

Energy Officded committee which provides technical assistance, gegoeer learning,

resources, and logistical support to State Energy Offices in support of their energy emergency
responseandenergy security, resilience, and hazard mitigation activities. NASEO hosts two

monthly calls which contribute to regional coordination and informattaring. The first,

b! {9hQ&a 9y SNH& { SOdzNA (& funily i6ipariciading Staté Enargy LINE @
Offices to learn about innovative and novel approaches and resources for energy security

planning and energy emergency response planning. They also serve as an opportunity to solicit
State Energy Office input on rega and national energy security priorities. The second call,
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Energy Offices provide updates to the Committee on ongoing energy emergency responses in
which the gate is involved, including tactics, best practices, and lessons learned. It also serves as
a regular forum for State Energy Offices to share information pertaining to imminent, expected,

or ongoing hazards, which allows for proactive regional coordina@hinformationsharing.

NEMANASEO RegionBetroleumShortageCollaboration

The Kentucky SEEEGs an active member dhe state-driven Southeast/Midwest Petroleum
Shortage Response Collaborative (SPSRC/MWPSRC), a collaboration with the National
Association of State Energy Offices (NASEO) and the National Emergency Management
Association (NEMA), with support from the U.S. &é&pent of Energy (DOE) Office of
Cybersecurity, Energy Security, and Emergency Response (CESER). Due to the reliance of
imported fuels into the Commonwealth via pipeline and truck, cooperation and coordimatio
with other states in the region, and states reliant on the same petroleum infrastructure, is of
utmost importance. Created to facilitate the development of a regional catastrophic fuel
response framework, this multistate collaborative benefits from datiibe examination,
dissection, and cros®ferencing of existing state and regional response plans, concepts, and
annexes, and leverage pekrarning to improve respective state plans and ultimately provide a
faster and consistent response throughout theggion. The SPSRC/MWPSRC includes many key
players in the energgmergency management nexus with the unique task of regional
catastrophic fuel planning (including State Energy Offices, State Emergency Management
agencies, liquid fuels industry, and fedepaltners). When two or more states are impacted by
an incident the region may elect for the matate implementation of measures and programs (as
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appropriate) to facilitate a coordinated and collaborative response effort. Participation in the
SPSRC/MWPSRC acknowledges of the need to work together and share resources to best address
state and regional petroleum shortage preparedness and resposse need

NARUGNASEQregional MicreGrid Working Group

TheKentuckySEGEEGs an active member of thdARUENASEO Mickgrids State Working
Group to share publiand privatesector best practices to advance beneficial migri
development and take advantage of technical expertise from the U.S. Department of Energy
(DOE).

The Working Group is hastind facilitatesliscussions between State Energy Offices and PUCs to
explore micregrid technologies and applications, policy and regulatory frameworks, and
financing models to understand the full range of benefits thatnmgrids can provide to

owners/ operators, ratepayers, and other stakeholders key objective of the Working Group is

to highlight and draw lessons from existing mignad projects. NARUC and NASEO are jointly
leading this work in close collaboration with the DOE Office of Electricity and are relying on state
input to guide this collaborative initiativ@his group meets quarterly.

Southeast Regional EV Information Exchange

TheKentuckySEGEEGs an active member of thdASEGSoutheast Regioh&V Information
Exchange group thaonvenes bi-monthly to provide a coordination touch point for Southeast
transportation agencies an8EOs to share information and best practices as well as to identify
potential areas for collaboration on topics including, but not limiteditoplementation of the
National Electric Vehicle Infrastructure funding includify,infrastructure planning (siting and
securing of site hosts, permitting, pricing, signage, minimum operating standards, accessibility,
ownership moels, etc.); policy development; and program implementation.

In addition, the grougostersideas on how to promote electric transportation solutions in
communities that are rural, losncome, or that face disproportionate air quality burdens; the

role of EV infrastructure during evacuations; and considerations regarding the use of EVs to build
resiliency into power supply delivery.
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with the National Electric Vehicle Infrastructure (NEVI) Formula Program Guidance that was
issued by the Joint Office of the U.S. Department of Transportatidria8. Department of
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Energy (Joint Office). Combined, these efforts resulted in a plan that provides a thoughtful and
flexible framework for developing a statewide charging network across the Commonwealth.

YSyGdzO1eQa 9+L5t gl & RSOSE2LISR o6& GKS YSyidzOj
O22NRAY I UA2Y GAGK YSyiadzO1eQa 9y SNHE YR 9y JAN
steering committee that included the Public Service Commission (PSC) afelinal Highway
Administration (FHWA) to provide oversight and direction for the plan. Work on the plan began

in January 2022 and the plan was submitted to the Joint Office in July 2022.
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Interstate System was established. The Federal Bipartisan Infrastructure Law (BIL), enacted as

the Infrastructure Investment and Jobs Act (I1JA), passed in 202idps investments to help

modernize infrastructure assets and support emerging technologies including electric vehicles

(EVs). The resulting changes will provide #asing infrastructure and mobility improvements

including supporting the adoption ofextric vehicles by developing a national network of

electric vehicle chargers.

In parallel with the federal initiatives, major automotive manufacturers have announced $7.8

billion in investments in EV battery production in Kentucky. This includes $5.8 billion and 5,000

new jobs to establish BlueOvalSK in Hardin County and $2.@ lilicb 2,000 new jobs at

Envision AESC in Warren County. These projects will position Kentucky to be the EV battery
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to be major beneficiaries of this industryatisformation.

One of the new Federal policy and funding initiatives included in the IIJA was the creation of the
National Electric Vehicle Infrastructure (NEVI) Formula Program which provides funding to states
to deploy EV charging infrastructure to support this autoiwetindustry and technology shift to

EVs. The guidance issued for the NEVI Formula Program required that states develop an
Infrastructure Deployment Plan outlining how they would utilize the formula funding.

Kentucky has developed an EV Infrastructure Deployment Plan (EVIDP) that addresses the
federal guidelines with partnerships across agencies and stakeholders.
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RegionalExercises

TheKentuckySEGEE(articipates in energy emergency preparedness exercises, many of which
are regional in nature and involve a multitude of State Energy Offices, State Emergency
Management, industry, and federal participants. These exercises have allowedS&@oY

review, validate, and critique its energy emergency response plans, policies, and procedures,
including theESPthe State Emergency Operations Plan, and the Continuity of Operations
(COOP) Plan.

These exercises also serve as unigpportunities for participants to expand their energy
emergency response networks within their region and explore robust, hypothgyietadealistic,
scenarios that assist in regional preparedness and continuous improvement. In recent years, KY
SEQhas participated in the following exercises:

DOEClear Path Xll Petroleum ShortageX (2024)

NASEO Energy Security Bootcamp (2024

Microgrid Knowledge Conference (2024)

GRID EX Exercisested by TVA2023)

NASEENARUC Micrgrid Action PlanningVorkshop (2023)
NEMANASEO Regional Petroleum Shortage Workshop (2023)
NASEO Energy Security Boainp¢ NationalWorkshop(2023)
Operation Catfislt Southeast Regional Exercise (2022)
Shattered Cheddar Midwest/PADD 2 Regional Exercise (2022)
Fractured Freeze Multi-Regional Exercise (2022)

Mission Moon Pig Southeast Regional Exercise (2019)
Shaken Furg Multi-Regional Exercise (2019)

Clear Path Vi US DOE Regional Exercise (2017)
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3.0 Emergency Operation Design Concept

A perfect system for the management of energy emergencies does not Rotishtial
emergenciesire so numerous that it would not be practical to prepare response plans for all
possible scenarios. Effectiinergy Securitgreparedness and emergency response
management can be achieved through meticulous advanced preparation. This section outlines
GKS /1 2YY2ysSIlHf iKQa nahdgéNsBerg@sourdes undefafliserse deths f &
potential threats.

TheNational Association of State Energy Officials (NAB&D)ompiledstateEnergyAssurance
GuidelinesY Sy 1 dz01e8Qa tfly Aa olFaSR I NRdzyR (KSasS 3dz
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below:

Make sure you and your staff are prepared to deal with the needs of policy makers.
YY26 €2dz2NJ adldSQa SySNHeE LINRPFAES FyR AyiS
Know the geography and demographics of your energy infrastructure.

Know your key government and energy contacts.

Maintain a good working relationship with private and public sector contacts.

Be prepared to work with the media.

Know the legahuthorities thatsupport your response.

Understand how you can effectively respond.

= =2 =4 A4 A4 A -5 -5 -2

Maintain an alternative budget for emergencies.
1 Keep youiEnergy Securitglans up to date.

TheU.S Department of Energ{fDOEhas released an Energy Security Plan framework
developed toprovide clarity and detail on the six elements outline®ection 40108 of the
Infrastructure Investment and Jobs AttIA) hereafter referred to as th&partisan
Infrastructure LawBIL). TheDOK) goal is to support states and provide additional clarification
beyond the text of the BIL.

The framework provides a logical flow of informatimynorganizing the six elements into
practical sections that reduce redundancies. DOE understands that states are working from
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existing energy security plans and that each of those plans is different. DOE anticipates that
states will use different approaches to address the six elements described in the Bilhe and
frameworkis intended to provide examples and to serve as a reference only.

The Guidelines and Framework can be found in AppendattBchment #1

Administration of theESRs based heavily on information acquisition, definition of
organizationatesponsibilitiesandthe efficient movement of information. Specific information

gAftf 0SS O2YLIAt SR 2y (KS & ihe KeStaky EgegfypMitifiThe Sy S NH
Profile addresses the types and amounts of fuels u$edl| sourcea, and the sectorsvherethey

are used. It will also examine the generation, transmissaow distribution systems for the

various power sources. Specific attention is also paid to the endaise®ergy supplies in the
Commonwealth. Obtaining accurate information is also vital to assessing the vulneraidies
consequencethat exist at all points in the system.

In order for information from the>ofile to be useful,it must be applied. In the case of energy
management, organizational responsibilities are divided among many governmental agencies,
private businesses, and support organizationtseESRHs a reference that identifies which group

or organization has primary responsibility or can help resolve a specific energy issue or concern.
Organizational roles and responsibilities are defiaed contact information for the key

personnel responsible for the operation of the groigpprovided

ThisESRIoes not attempt to alter current agency roles or functions but instead to facilitate the
free flow of information and data between agencies for use duemgrgenciesThrough the

early identification, coordination, and continual sharing of information, energy issues and
concerns can be resolved efficignand effectively, and ahe lowest operational level.

Information concerning potential energy emergencies must be channeled and shared within the
Commonwealth and among all providers. This free exchange of information will aid in helping all
participants maintain perspective on the energy situatiSee section 4.3 for communication
protocol.

The Energy and Environment Cabinet (EEC) has essential operations that must be performed or
rapidly resumed in a disaster or emergency. While the impact of an incident cannot be
predicted, planning for operations under such conditions may mitigate thextffof the disaster

or emergency on people, facilities, and EEC services. To that end, the EEC has prepared a
Continuity of Operations PlIgi€OOP)o serve as a guide for sustainment or resumption of
essential services affected by a disaster.

45



KentuckyEnergy Securiti?lan| 2024

ThisCOORestablishes guidance to support EEC essential functions when a disaster or emergency
threatens or affects EEC operations to the point that changes to the delivery ceBEt&sor

the relocation of EEC personnel or operatiains required Ths Plan provides guidance for

when the EEC may need to implement COOP activities related to an incident that affects
essential functions, roles of staff, facilities, or delivery of services.

ThisCOORPlan describes how the EEC will execute essential functions during and after a
disaster or emergency that disrupts normal operations. This Plan is intended to guide the EEC
during an actual incident; however, specific actions will depend on the situatioa.Plan serves
asa consolidated location for critical information related to the delivery of essential functions
and resources that facilitate services.

CKS /2YY2ysSIHfauKQa NBalLkRyaS (2 SySNHe& SYSNHSyYy
phase describes the appropriate level.

Phase £ Monitoring

Phase I Situation Assessment and Preparation
Phase Il Emergency Response

Phase I\, Emergency Assessment

= =4 =4 A

The dividing line or time of transition between phases is not precise. While based largely on a
guantitative set of criteria, the actual decision to transition between phases is generally
gualitative. With input from KYEMand supporting agencies, thenergy Securit€oordinator

will make the determination on when to move to the next phasesed orthe current

conditions

While not typicaly the case, transitiomgbetween phases desnot necessariljhave to follow in
numerical order. A severe disaster or terrorist event could easily precipitate an immediate
emergency response. It is also possible that the need arises to manage multiple but varied
events that warrant designation as separate phases.
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Phaselll

at

l

Phase IV

Phase lll

Figurel2: Phases for Managing an Energy Shortage

Detailedenergyemergency descriptions of potential issues and proper response adtoesch
phaseare provided below.The Energy Securit€oordinator will asess the severity of
emergency theretermine the appropriate response action to undertaeiccessful
implementation of one management phase may well prevent the need to implement the next
phase.

Monitoring ¢ Phase |

Phase | activities are related to general data acquisition and preparation. This phase is the
normal state of affairs without energy deficiencies. Activitredudemonitoring of state,

regional and world energy activities; making and renewing contacts with energy proyiders
suppliers and government groups; developing new strategies for emergency plan
implementation; assisting in the development of regional and local energy plans; revising the
statewide energy profile; updating individual componentstof Emergency plarand

conducting training exercises for key personnel regarding plan implementation.

Situation Assessment and PreparatigiPhase I

Phase Il activities involve an intensification of the components outlined in Phase I. This phase is
fundamentally an early warning stage. Any number of conditions or events (weather, price
escalation, human error, etc.) can necessitate preparatory aetsviti

As information is monitored, particular attentiospaid to issues that have the potential to
negatively affect the supply and distribution system. The main purpose of the Preparation Phase
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is to determine the naturegxtent, duration,and consequencef any imminent emergency as
quicklyas possible.

TheEnergy Securit€oordinator, as the designated state point of contact, @altinuedata and
information collection efforts to ensure the moatcurate current energy profile is hand. The
SECGEEQwill then analyze the information tdeterminethe potential magnitude and duration of
the energy emergency.

If warranted, theEnergy Securit€oordinator will notify all affected program partners of the
current situation. Greater emphasis is placed on continual information sharing and an increased
level of dialogue.

If it is determined that a pending emergency does not exist at this point in timesnieegy
SecurityCoordinator can continue to monitor and evaluate at Phase Il levels. If this is not
necessitated, then efforts can revert to the Monitoripgase

Emergency ResponggPhase Il

Phase llis a call to action. Emergenagsponse is required when the decision has been made
that specific government action is required to ensure the health, safet{fare, and economic
well-being of the citizens of the Commonwealth. Should the-BEO determinghat market

and energy providers are unable to quickly and adequately address this sitwatimut
governmentaction, the SEO will reviewthe circumstances and determine the appropriate
actions.

Possible actions could range from continued monitoring to declaration of a state of emergency.
At a minimum, procedurgwill continue in an orderly process to follow steps as outlined in this
ESPThe course of action may require implementation of only one specific action or the
comprehensive execution of ESE.

In additionto Phase3 activities the following actions may be implemented:

1 Increase the level of communication among state agencies and other affected energy
industry participants.
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Employ programs that maximize energy supplies or minimize denaemtclosely
monitor the situation for desired results. These programs could be either voluntary or
regulatory in nature.

If the emergency is mulstate or national in scal@lesignated representatives can
obtain informationon how to sharedatawith the EnergyEmergency Assurance
Coordinators (EEA@)rough the9 9 ! Wwedsite https://www.naseo.org/eeac
Interested parties canegister as EEAC ¢8ERneand use the contact list provided to
share information Additional information on the EEAC can be founddntion2.10

of this plan.

Call together with specific or multiple energy management departments or
organizations to discuss contingency actions.

If the implemented actions are ineffective and the situations worsen, it may be
necessaryor KYEMo recommendo the Governor that they shouldeclae a State

of Emergencyinder KRS Chapter 39A.

If all resources available to the Commonwealth prove not to be adequate in rectifying
the situation, the next option is to request federal assistance through the declaration
of a State oEmergencyKYEM would request this from ti@overnor KYEMwill be

the primary agency to coordinate all actions in a stateraergency The following
federal assistance may be requested without disaster declarati@S8vavier,Coad
Guard ice breaking, temporanyaiver of vehicle fuel air quality requiremeni8yYP
waiver, and use of theStrategic Petroleum Reserves (SPR)

Emergency AssessmegqfPhase IV

During the Emergency Assessment phasergy systems and commerce vl returning to
normal conditionsThe Governor can rescind any forrdaklarations or voluntary request
this time. Monitoring activities of th&SRan return to preemergency status.

As theemergencyisresolved state and other responding agencies should evaluate all response
plans that were implemented tdetermine the effectiveness of all responses. Evaluations
should include:

1 A description of the emergency

1 A chronology of the actions taken to rectify it

1 An assessment of the mitigation efforts with detgivento the specific actions
taken
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1 Recommendations for improvement.

Each responding agency should conduct its own evaluation of actions taken during the
emergency. The SHEEC will review these assessments and examine how they conform to the
activities outlined in th&eSP

The primary purpose of the assessment phase is continuous improvement. After each use of the
ESPwhether in practice or redife application, the systemwill berevisedto make it more
effectivefor the next use.

In addition to a phased response plaetermining the appropriate level of action based on the
severity of the incident is a crucial step in evaluating the proper emergency respibrese
F2ft2gAy3 Ot aaAFTAOIGA2Y &d2a0GSY gAfft 0SS dzaSR
response SEOC activations are based on the level of operational schemes as listed3e@®.
activation does not need to be sequentikbr planningpurposesthe activation levels doot

specifically take into account the perdage reduction in fuels or the duration of the incident,

rather it addresses the resources required to remedy the situation.

Level 5 Normal Operations:Level 5 is the normal, dag-day, SWP duty statushis is the
lowest level of an incident avent andcan be generally managed using thatypOfficer (DO)
and the Manageron Call (MOChand does not require deployment of more than one (1) state
resource. The incident or event is of limited duration and usually closed within one (1)
operational period (1zhours).

Level 4Modified - Virtual Monitoring: This is for an incident or event that requires a higher
level of management than just the MOC and DO but does not require the activation of the
SEOCTheOperationsSection Chief (OSCHlanningSection Chief (PSCKentucky National
Guard Joint Operating CentdfYNG JOCand Area Managers are monitoring the situation
virtually through WebEOQf the event deteriorates, the OSC coordinates with the KYEM
Assistant Director for Operations or KYEM Director and recenti®a SEOC activation

level. The incident or event is of a limited duration and usually closed out within two (2)
operational periods.

Level 4- This requires a higher level of management than Level 4 Modifieid level of incident

or event usually involves multiple resources but is not ai@mm event. A limited formal
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activation of SEOC structures may be required, but only to maintain situational awareness and
adequately report actions taken by deployed ass&@&OC staffing includes, at a minimum, the
SEOC Manager, OSC, PSC, KYNG JOC, and an operation$ludfioeident or event is of a

limited duration and usually closed out within three (3) operational periods.

Level 3- Partial Activation: This level of incident or event is of greater complexity than the
previous levels and requires immediate activation of the SEOC structure to manage multiple
resources over an extended period to meet significant needs of local first responders and
emergeny management agencieg.his requires the activation of select ESF representatives and
has a significant impact on KYEM stéfeployment of a Incident Management Assistance

Team (IMAT) to support local operatiomgay be neessary The incident is of an extended
duration and usually managed through three (3) or more operational peribus procedures
outlined in ESR2 will beactivatedand the SE@&EC will coordinate all activities to assure the
duration and intensity of the emergency is minimized.

Level 2- Full Activation: This level of incident or event requires all ESF state partridudtiple
regional assets across the Commonwealth may provide resources and could include the
introduction of a federal resourcelThe incident is of an extended duration, not being closed ou
within a clearly defined number of operational periodsis incidentnay require the activation

of a local/county/state Incident Management Team (IMT) and an IMAT to supplement the SEOC
staff and field operations. ThREEGEEC may invite thenergy Efficiency Advisory GrolgEAR

to meet and review the pending energy situatj@s appropriate. Th&SRwill help the SEEEC

to coordinate and resolve energy problems and issues experienced by the citizens and
businesses of the Commonwealth.

Level 1- Full Activation with Federal PartnersThis level of incident or eventeatastrophic

These incidents significantly affect the Commonwealth and require the full activation of all local,
county, and state assets and the full integration of the SEOC with all required federal
resources.This typeof incident spans multiple operational periods from days to weeks to
possibly months An earthquake of 5.5 magnitude along the NMSZ is an example of a
catastrophid_evel levent, as well as the 2009 Kiercky Ice Storm that impacted the entire

state.
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3.5 Utility and Service ProviddResponse and Restoration Stages

A central tenant to the SEBEC ability to assess and support response and restoiiation
understandinghe utility response and restoration process.

Kentucky has a complex network of electric utility providers spanning public and privete.
graphic belowdetails the general steps to restoring power.
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Figurel3: Steps to restore Electric Grid

During times of a power disruption, it is imperative that local communities understand what the
restoration priorities are for the critical infrastructure being affect@nlineoutage maps<an be
conduits for reporting and finding out about the cause of the outage and repair time estimates
for the public
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For hazardous liquid and gas pipeline bredike Pipeline Association for Public Awareness
issues thePipeline Emergency Response Guidelifié®e general steps to a pipeline incident
response include:

Securing the scene

Identifying the hazard

Assessing the situation

Obtaining assistance from trained personnel

Responding to protect people, property, and the environment and
Working cooperatively with the pipeline operator
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While the pipeline operator concentrates on isolating the pipeline, responders concentrate on
isolating and removing ignition sources and moving the public ot lofNXd&y. dhe protection

of people is always the highestigrity. Protective actions arthose steps taken to preserve the
health andsafety of emergency respondeasd the public during a pipeline incident.

ForNatural Gaslisruptions multiple steps require close collaboration between utilities and
customers to provide a safestorationof service. In largscale interruptions, natural gas

supply must be turned ofh the affected areas to allow for repairs and to ensure public safety.
The graphic below details the general steps to restoring natural gas.

Steps to Restore Natural Gas Disruption

1. Ensure Public Safety, first. Evacuate any residents if necessary, typically lasts only a few
hours. The objective is to make the situation safe as soon as possible so residents and
building owners can return to their dwellings. If safety is an issue, this process may be
expedited with the help of the local fire department.

2. Isolate and Repair. Isolate the point of the leak and shut off gas service in the affected
areas, if necessary, and confirm that all meters are turned off, then make needed
repairs. This most often involves a small street excavation along the damaged gas main,
which can be repaired in just a few hours. More extensive damage can require
replacement of the main.

3. Reigniting Process. Once repairs are made, utilities will deploy to affected customers,
going from house to house, business to business to relight the pilot light in each
location. This personal check may occur within a few hours of the interruption, or it may
take longer, as each affected customer must be present in order for a relight to occur. If
you're not home, a door tag is left for a follow-up visit to relight your pilot.

Figureld: Steps to Bstore Natural Gas
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4.0 Communication and Public Information

During an emergency, the ability to gather accurate information and disseminate it to
responding agencies and tlgeneralpublic is of utmost importance. When a situation occurs
where a lack of information exists on the severity of a crisis, peugtierallyassume thevorst-
casescenario. This reason alone is why a strong integrated public information program is
paramount toemergency responseanagement. Presenting timely and accurate information
can ease fears by eliminating confusion and uncertainty.

Of equal importance to providing information to the public at large is the necessity to provide
timely and accurate information to agencies and individuals actively involveahéngency
response These groups may include federal, local and state government agencies, first
responding organizations, elected officials, energy providers, transportation companies, and
charitable and human service groups. In addition to providing information to thexsgog it is
vital that a system is enacted that allows faettwo-way movement of information and data. By
establishing a point of contact and enacting basic procedures for managing multi directional
information flows, an environment will be created to ensure that all participants are working
together with current andaccuratedata.

While this section addresses the primary functions undertaken by the State Energy Office (SEO)
in the management of public communication, it should be noted that once an emergency
declared primary responsibilities for information accumulation and distribution falls under the
direction of ESFL5. Communication management at that point will operate through the
Commonwealth Joint Information Center (CJIC). The KYEM Information Officer will serve as
coordinator. ESES is found in Annex (A) of the Kentucky State Emergency Operations Plan
(SEOP).

Since communication is the sharing of ideas or the presenting of information, the fundamental
goal of any communication or public relations program is how to do this most effectively.
Communication duringmergency responseill contain the following guiding principles
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1 Present a highly visible and calm front to reduce the possibility of a panic response
during the disruption.

91 Provide accurate information on the nature and scope of the emergency.

1 Provide essential information on where citizens can obtain vital supplies and services to
aide in coping with the emergency.

1 Establish an effective multlimensional information exchange between all parties
involved with energy production, transmissiamd distribution, and those involved with
directingemergency responseanagement at all government levels.

As stated previously, effective twway communication and information sharing between all

levels of government, private sector energy industries, the media, angubécis imperative

for successful emergency management. To avoid confusion during an emerngénayportant

to have establishedeedsidentified before the actual emergencyheseanclude establishing
communicationprocedures, identifying responsible individugdspcuring necessargquipment,
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1 Contact- While external communication generallya more formalized activity that will pass
through KYEMoefore dissemination, internal energglated communication and operation
agencies will establiskeparate specific internal procedures. The SEBGhall act as the
primary point of contact for gathering and disseminating information related to any energy
disruption. Forenergyinterruptions, the Energy and Environment Cabi@fublic
Information Office(EE@PIO)shall serve as the primary contact faubliccommunication
activities. TheSEGEEQwill research, obtain, analyzand distribute relevant andccurate
energyinformation on a timely basis.

1 Eauipment and FacilitiesThe severity and geographical distribution of the emergency will
affect the equipment and facility needs related to emergency management. For most
disruptive eventsexisting equipment and facilities will support communication and
information efforts. For catastrophic evenismaybe necessary to moveperations to the
FEOC Basic equipment needs include the following:

o Computers with internet connectivity to communicate with all persons and groups
involved in the emergency management activity. They are also important in acquiring
and processing large amounts of information when modeling changing situations or
potential lutions.
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o Landline telephone system preferably with a tiode capability to allow for easy
accessvhenreporting information from remote locations.

o Cell phones, fax machines, satellite phones,-may, and ham radios may all be
useful tools to be employed in exchanging informatiBnergystakeholdersontact
information ismaintained by the SEGEC Agreements wittKYEM and th&EEC
Emergencyresponse TeaftRThave been reached to contact team members or
energy providers by satellite phone in the evéimat cornventional communicatios
fail.

o0 The existing print, broadcast, Internet, and social media are vital in thenaye
distribution of information. Taped or live telecasts can be used to both inform and
educate the populace relating directly to the emergency or available assistance
programs Depending on the scale and severity of the event, this information may be
RAAUGNAOdzEISR o0& KXESoratzhd Spbdficaydncy levelF ForalD S =
declared emergencies, all publicly distributed information will pass through the
Division of Erargency Management for approval.

1 Procedural Consideratiorgnformation and data will be reviewed by ti8ECEEC,
processedand transferred as necessary

1 State Outreach The SEEEC will utilize WebECCwebbased crisis management
system designed for supporting the Incident Command System (ICS) method of response
management for significant incidents and providing a unique toolset for supporting daily
operations in the Regional Response Centers andHt@eEmergency Operations Center
to disseminate information to KYEMor Official Use Only (FOUByr moreinformation,
contact KYEM.
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ESF- 12
State Communication Protocol

D - N -

Figurel5: ESF12 PublicPrivate Sector Communication Protocol

Web EOC

1 Private Partner OutreachThe SEEEC will usReadyOp, a disaster management tool
deployed for efficienly and effectivdy planning, managing, communicating, and direct
activities within a single organization or in a unified command structure involving
multiple organizations, to communicate with energy partners and other ESF partners.
One of the unique features of ReadyOphie custom formghat can be created and
shared electronically as needed. Designed to handle thepaseéd, demanding
O2YYdzyAOF A2y OKIFffSy3aSa 2Halyahd > wSIF Re&hLIQA
exercise/response activities for a single organization as well as unified;louation
agencies and operations.

ESF- 12
Private Partner Communication Protocol

—
- - - ..

Figurel6: ESA2 SEO Communication Protocol

Ready Op
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Publications/Public Outreachin addition to disruptiorspecific communicationshe

SECGEEC and the PSC will utifrent, broadcast, Internet, and social media applications

to distribute information on issues in the energy arena. This may include scientific

research, fuel reports, program and policy directives, energy conservation directives, and

news stories relatinga energy events. These publications can be used to both inform

and educate and may be helpful during a disruption eveespecially one of a lasting

duration. Current offerings include:

[ YRS ' ANJ g 2] GSNE YSyidzO1&8 9YySNEE 3 9Y OJAN

Naturally Connected, A blog of the Kentucky Energy and Environment Cabinet

Electronic Newsletter of the SEEEC

Kentucky Public Service Commissigbsite (press releases, outage information and
utility service area maps)

Social Media FaceBooKkTwitter, and YouTube

YSyiddzOle 9yvSNHE | VR 9y EnetPdlivySvgbiite / | 6 Ay S Q&

The Kentucky Energy and Environment Cabinet Office of Communicd@&Ba9CC)
procedures for press releases are as follows:

1. Press releases are preparedthg State Energy OffidelO(or other agency) and
forwarded tothe EEGOOC Communications Director for review and editing. Pending
final edit approvals, the EE®OCCommunications Director forwards the press
release to EESecretary for approval.
2. Once approved bthe EEGecretarythe EEC Communications Director forwatus
pressreleasél 2 0 KS D2 @SNY 2 NDa& fubtlevapmioyah OF GA 2y adl
3. hyOS | LILINRBGSR o6& (KS-0De psSiNgpedsieeasechT A OS T
GovDeliveryfor distribution.
4. EEGOOC director andtaff manage social media/stofgeas/blogposts
5. EEC Office of Communications Director and staff for writing and publication manages

A X L oA

GKS 99/ . f23X ablddNItfte /2yySOGSRé yR 0
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5.0 Enerqgy Profile

One of the first steps undertaken to prepare an effectireergy Securitglanis the

developmentof- y Sy SNHE& LINRPFAfSd® ¢KS SySNHe& LINRFALS |
dependence on specific fuel types along with the acquisition, processing, transportation,

distribution, and marketing systems for those fuels. The data will be used to develop measures

that will reduce or lessen the impact of energy emergencies and effectively assist in system

operation and restoration during an energy shortage.

Kentucky has a robust network of energy resourcesianmbth a major producer and consumer
of energy.In 2022, Kentucky was rankeseventhin the United States in industrial electricity
consumption per capitdn 2@®2, it ranked #" in total energy consumption per dollar of state
Gross Domestic Product (GDP).

Kentucky has over 10,000 miles of electric transmission lines, over 1,700 electric substations, 50
operating power plantsand two wholesale regional power markets plus the Tennessee Valley
Authority (TVA).

In 2022, natural gas was used to generatB%of the electricity produced in Kentucky.
Hydropower generateapproximately 7%f the electricity produced in Kentucky. Petroleum
generated less than 1% of electricity. Other renewable sources generated less than 1% of the
electricity produced in Kentucky. Coal was used to gener@de 6f the electricity produced in
Kentucky.

Coal is the largest energpurcein the state.Kentucky rank§fth in production in the United
Statesmining28.5million tons in2022. Most of the coal produced in the state is exported to the
east coast. Of that used within the state, nearly all goes to priodpedectricity.

In 22, Kentucky produce86 Billion Cubic FedBcf)of natural gagless than one percent of

0 KS vy toialATRe/iddstrial sector is the largest user of natural gas in the state. Over one
third of the total consumption has gone to serve industry. Kentucky has 32,741 miles of natural
gas, hazardous liquids, and hydrocarbon gas liquijplslines, D active natural gas storage

areas, and two processing plants. Kentuckydaes 2,500fuel distributors including
approximately240propane distributors.
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Thereis oneoperating petroleum refingrin the state with acombined processing capacity of
about 283,00Marrels per calendar dayhere are alsthree biofuel plants and one ethylene
cracker.

While nost crude enters via pipeline from the gulf cogkere is a nominal amourdf crude
from Kentucky and surrounding statexfined here Kentucky ranks 21in the nationin
consumption of petroleum products, 18% below the national average.

TheKentuckyenergy profile can be divided into two main elements. One is actiep by fuel

source of the provider industry with supplemental information on the support structure for that
energy source. The other is a description of how and where energy is used. This assessment can
also include an evaluation of the vulnerability cected to its use and location.

Kentucky Energy Consumption by Fuel, 1960-2020
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Kentucky Energy Database, EEC-OEP, 2023
Data Source: EIA-SEDS

Figurel7: Kentucky Energy Consumption by FUe60-2020

60



KentuckyEnergy SecuritPlan| 2024

Kentucky Energy Consumption by Sector, 1960-2020

2,000,000

1,500,000

1,000,000

Billion Btu

500,000

0_
T T T T T T T T T T T T T
1960 1965 1970 1975 1980 1985 1990 1995 2000 2005 2010 2015 2020

_ Transportation _ Industrial _ Commercial
I Residential

Kentucky Energy Database, EEC-OEP, 2023
Data Source: EIA-SEDS

Figurel8: Kentucky Energy Consumption by Sector, 12620

TheEnergy Information Administration (ElA)statistical information clearinghouse for the
federal government, prepares and compiles much of this dataigadnajor resource for
relevantinformation. Other information is industryr locationspecific and must be obtained
directly from the source. Categories of data include a timeline of usage by source and sector,
details of raw material supply, system of volume throughput, material storage volumes and
capacitiesand transportation providers and routes. Energy emergency plan data may be
comparable to or overlagith other more general energy plan data, but it will typically differ
due to the focus being oprovider and the response to emergencies. Portions of the data
released will often need to be general in nature in order not to reveal specific critical assets.

For the ease of use tiie ESPcritical datais included irsection 6.6Energy Commoditieg.his
will allow for quick retrieval of vital informatioim times ofenergyemergencies. Other
necessary, but less critical, information will be included InEiS®) @pendices.
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The identification and understanding of critical infrastructure assets in the Commonwvagalth
not a direct emergency response activityis an examination of the energy infrastructure prior
to a disruption. It is important to know where critical infrastructure poiate and what
alternatives exist that are vital to over&hergy Securitgfforts.

Both government and privateector energy providers strive to ensure that production,
transmission, and distribution systems are secure and reliable. This assurance, however, is
becoming increasingly difficult as the size and interdependency of energy networks increase.
Identification and understanding of the critical nodes allow providers to establish a more robust
system byreducingvulnerabilities, deterring threats, minimizing the consequenafsn attack,
lessening natural disaster effects, and impgrmyrecovery times.

Given that it's difficult to protect against or completely eradicate all potential hazards, effective
emergency plans must prioritize swift and efficient responses to mitigate the adverse
consequences of any unforeseen event.

Some of the components to considare:

Physical Assets

ThreatEnvironmentHuman and Natural)

Existing Policies, Procedurasd Plans

Cyber Security Systems

Operational Security Networks

Risk Characterization

State, Regionahnd Local Roles and Responsibilities
Energy Efficiency and Renewable Energy Systems

= =4 -8 48 -8 48 -5 19

ThisESRs strongly based on the provision of information and utilization of existing networks

and expertise for thédentificationof and response to energy disruptions. Critical infrastructure
identification and protection follow the same format. For the purposes ofE&¢ critical node
identification ha been incorporated from the Department of Homeland SecUiHS)

National Infrastructure Protection Plan. More precisely, it comes directly fronEtiegy
SectorSpecific PlanTheEnergy SecteEpecific Pladetails how the National Infrastructure
Protection Plan risk management framework is implemented within the context of the unique
characteristics and risk landscape of the sector. Each Sector Risk Management Agency develops
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a sectorspecific plarthrough a coordinated effort involving its public and private sector

partners. ThdDOHsdesignated as the Risk Managemégency for the Energy Sect@ue to

their delicate and sensitive natuysites and protection mechanisms are not listed directly in this
R20dzySy i odzi KIFI @S 0SSy dziaAft AT SR (G2 RS@St2L) (K
response. A secure web portal of critical infrastructure, as identified by DOHS, is maintained by

the US DOE and available for EEAC referenc

TheHomeland Infrastructure Foundatidrevel Data (HIFLD) Subcommittee Online Community
addresses improvements in collection, processing, shaaimg) protection ofational geospatial
information across multiple levels of government in order to help provide a common foundation
for data visualization and analysis.

HIFLD Open includes omlyblicly availableritical infrastructure layers. As part of the HIFLD
mission to build a more transparent and collaborative ecosystem for information sharing, the
HIFLD Open Portal is integrated with tBeospatial Platforrnthrough Data.govand other data
providers.

For layers deemed sensitive or requiring further access restrictions, HIFLD Secure serves as the
portal for these datasets. HIFLD Secure contBfdbElCand licensed data that is available for
download on the DHS Geospatial Information Infrastructure (Gll) locatetpst//gii.dhs.gov

The HIFLD data enhancement process is producing higlaity versions of legacy H3#yers

that are immediately accessible on the HIFLD Secure morthinclude over 125 static data

layers.

5.21 Cybesecurity

Cybesecurity, which has been a critical componentafergy Securitijor many years, is not

limited to smart grid activities. Prior to widespreddployment of internetconnected device

within energysystems operatorsrelied on computer software to assist system operators in
managing the complex systerowever, with expanded integration of remote sensing and

direct communications to the software, the vulnerability to malicioyberattackshas

multiplied significantly This is primarily due to the increased number of entry points and greater
reliance on automationModern energy system@eliance on data movement and information
transfer expands and magnifies the possible threats to and vulnerabilities in the system.
Cybersecurity plans are essential for the physical secofiggneration, transmission, and
distribution infrastructure
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Cyber with Energy

Energy systems (electric, ,@hd natural gas) within Kentuckyge computing technologies to
manage business systems and to control and monitor the processes and transportation of
energy from production/generation to end use. The energy sector relies heavily on both
information technology (IT) systems and operatio&hnology (OT) systems.

OT systems include industrial control systems (ICS) that consist of ptbrpitiseardware,

software, and data networks developed specifically for industrial customers. These systems were
designed and built using tools and technology created before trexriet and technology boom

of the late 90s. While these older systems are still in use, they have evolved and adopted newer
technologies, including IT technologies built to allow internet connections.

Today the energy sector is technology driven, and these changes have resulted in many benefits
including improvements to efficiency, resiliency, and flexibility. However, cybersecurity
vulnerabilities and the capabilities of malicious actors have alsoggthover the past 20 years.
Cyber threats are not limited to personally motivated individuals. Threats also come from well
financed criminal and natiestate groups focused on profit, political gain, or power. The skKill

level and ability of these groups tmmpromise Internetconnected, Internefadjacent, or even
traditional ICS assets that were never designed to connect to the internet continues to grow.

Technologies
OT systems interact with the physical environment or manage devices that interact with the

physical environment. These systems monitor or control physical devices, processes, and events.
Examples include:

1 Energy Management Systems and Supervisory Control and Data Acquisition (SCADA)
1 Oil refinery, gas processingnd electricity generation distributed control systems (DCS)
1 Pipeline pump/compressor stations and electrical substations

1 General industrial control systems used in energy processes

A key area of distinction between IT and OT systems is that a cyber incident within energy OT
systems can result in a physical consequence in addition to potential losses of data or damage to
Fy 2NBFYATFGA2y Q& NB LIzl | (0 A éhgequenceds/mBactRifaF ait&NB y O S
on an IT system compared with an OT system are described below.
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Information Technology Operational Technology

A Brand damage/ loss of confidenq A Operator bsesvisibilityinto operations

in compan .
pany A Operator brced toswitchto manual
A Loss of personally identifiable operations mode
Impacts information (PII)

A Supply fails to meet demand

A Loss of business data . . L _—
A Disruption to basic daily activitiedoss

A Customer/supplier payment issu of power or access to fuel.
A Health, safety, and economic impacts

A Impacts from prolonged disruptions cal
cascade into larger consequences

Figurel9: Potential Impacts of a Cybekttack on Energy Infrastructure

A cyberphysical event can cause loss of power or access to fuel, initiate prolonged cascading
impacts, create potential risks to health and safety, and result in economic impacts to not just

the company but to the people and businesses that rely on thatrgy. For cybersecurity best
practices for industrial control systems, CISA and DOE created an infographic outlining key areas
of considerationlisted in the above table

For more than a decade, energy and utility organizations have been tasked with meeting
standards from théNorth American Electric Reliability Corption (NERCand mandated by the
Federal Energy Requlation Commission (EBENERC Standards provide a cybersecurity
frameworkfor the identification and protection of Critical Cyber Assets to support reliable
operation of the Bulk Electric System. These standards recognize the differing roles of each
entity in the operation of the Bulk Electric System, the criticality and vulnésabflthe assets
needed to manage Bulk Electric System reliability, and the risks to which they are exposed

The U.S. Department of Homeland Security created the Pipeline Cybersecurity Initiative (PCI) and

has charged th€ybersecurity and Infrastructure Security Agency (GSdjhe Transportation

{ SOdzNAR (& ! RYAYAAUNI GAZ2Y 6¢{! 0 gAGK | aaSaary3

infrastructurer with a focus orOil andNaturalG- & o0 hb D0 LA LISt AySad ¢KAa

cybersecuritNB & 2 dzZNDOS &> GKS ¢{! Q& LIALIStAYS aSOdzNRGe

Department of Energy (DOE) energy sector expertise with industry knowledge and experience to
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identify cybersecurity risks and develop risk strategies to prepare for, respond to, and mitigate

major cyberevergl YR AGNBYy3AGKSY (GKS &aSOdaNRAGEe FFyR NBAAC
infrastructure.

TheKentucky Intelligence Fusion Cenigcreated within theKOH&nd codified into state law

to improve intelligence sharing amompgblicsafetyand public service agencies at the federal,
state, and local levels.

Theultimate goal is to provide a mechanism where law enforcement, public saféters and
officials and the private sector can come together with a common purpose to improve the
ability to safeguard our honmiand and prevent cybersecurity attacks and criminal activity.

The Commonwealth Office of Technology operates the Office of the Chief Information Security
Officer and is responsible for IT security functions. The Office works with the entire enterprise to
establish the best security practices and risk management ggas and deploys strategies

aimed at protecting and securing the Commonwealth's data. The Office also plays a major role in
promoting security awareness.

The National Association of Regulatory Utility Commissioners (NARUC) has developed the
Cybersecurity Manuah comprehensive suite of cybersecutibpls, to help Public Utility

Gommissions (PUCs) gather and evaluate information from utilities about their cybersecurity risk
management and preparednessomponents of the Cybersecurity Manual can be used
AYRAQDGARdzZI t €& o0dzi FNB RSAAIYSR G2 62N)] G23SGKS
asSi 2F laaSaayvySyd G22ta GKIFIGZ 6KSYy | LILX ASRYE LI
cybersecurity prepredness.

The National Association of State Energy Offices has also issuEdlibacing Energy Sector
Cybersecurity: Pathways for State and Territory Energy Officésl 1S 9y SNH& hTFTFAOS:
cybersecurity vary across the nation. Some have an actiagformal rolewhile others do not.

The SE®@ 9 / Q dn KéhRu€kyh cybersecurity is limited tooordinating with state government

agencies and across the public private sector nexus on sitiBerareness of cyber security

events.

On April 13, 2016, the PSC issued Order ZIWU28 on Consideration of the Implementation of
Smart Grid and Smaketer Technologies. In that order, the Commission concluded that:
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GThe Commission agrees with the Jointitiis that a mature, effectiveybersecurity process is
one that is continuously evolvinto address new cyber threatdowever, the Commission
believes that eachtility should have some form alybersecurity plan in place beyond the FERC
or NERC mandatory standard$ierefore, the Commission will require that the Joint Utilities
develop internal procedures addressing cybersecurity.

Given the sensitivity of cybersecurity concerns, @@mmission also concluded that:

a lee utilities should be allowed to keep their procedures confidential. The Commission,

therefore, will not require each utility's actual internal procedure be filed; rather each utility will

be required to certify the development of cybersecunptypcedures. The utilities witle required

to make a presentation describing their procedures to the Comamssind the AG), should he

wish to attend In addition, the Joint Utilities will be required to continue to make cybersecurity
presentations everytwoyedar (2 GKS /2YYAadairzy GKNRdIzZAIK (GKS ¢

See Appendikfor a ber-Scurity PSC orde201200428

Cybersecurity Threats

The Annual Threat Assessment that the Office of the Director of National Intelligence (ODNI)
released in 2022 emphasizes, as it has in the past, that cyber threats from nation states remain

I OdziS® h5bLQ&a O2yOSNya | NE wmXOezidabdlRwhdry wdzaail >
currently possess the ability to remotely damage infrastructure in the US or compromise supply
chains. We know that adversariesvhether politically, socially, or financially motivateédre
GFNBSGOAY 3 2dzNJ y I (e and Deédigifay/sSpNliAchainA @GrapNits dhaloNEhovi dz
categories of different kinds of threat actors and different kindsydferattacksused by

attackers.
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CYBER THREAT ACTORS

CYBERCRIMINALS

Largely profit-driven and
represent a long-term, global,
and common threat.

NATION-STATE

Actors aggressively target and
gain pe ent access to public
and private sector networks to
compromise, steal, change, or
destroy information.

INSIDERS

Current or former employees,
contractors, or other partners
who have access to an
organization's networks,
systems, or data.

HACKTIVISTS

Politically, socially, or
ideologically motivated and
target victims for publicity or to
effect change, which can result
in high profile operations.

TERRORIST ORGANIZATIONS

Their limited offensive cyber activity is typically

disruptive or harassing in nature.

Figure20: Cyber Threat Actors

The energy sector is uniquely significant in that it serves as the backbone for all other critical
infrastructure sectors, providing the essential power and fuel requireddotinuity of

operations.! Yy F2 Nlidzy | G4 St &z

Y184 GKS bliArzyQs

cyberattacks While 100% security is not possiblmany steps can be taken to harden OT

systems to mitigategainstthese threats.

Understanding the current and evolving threat landscape as well as possible consequences of a
cyberphysical event can help state officials and energy owners and operators understand risks.
Knowledge about risks can then be used to prioritize investments) as purchases, staff
resources, and training, based on the kinds of threats and vulnerabilities that pose the greatest

risks to an organization. Investments can be focused on areas that can mitigate the highest risks.
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SOl dzaS GKS YlF22NARGe 2F GKS yIFIiGA2yQa ONRGAOL
companies, both the government and private sector have a common incentive to reduce the
risks of disruptions to critical infrastructure. TNational Infrastructure Protection PIgNIPP)
recognizes that publiprivate partnerships are vital to keeping critical infrastructure safe and
secure, including fromyberattacks

CYBERATTACKTYPES

, LE AING A computer program that is

The use of deception to covertly placed onto a computer
manipulate individuals into or electronic device with the
divulging confidential or personal intent to compromise the
information that may be used for confidentiality. integrity. or

fraudulent purposes. availability of data, applications, or
operating systems.

Overloading a system through .
continual resource usage, that

prevents legitimate use.
Distributed Denial of Service

attacks often use "botnet
"Zombies" to scale an attack.

maonitor, acc
nefarious use.

The use of legitimate, publicly
available resources on the Internet
to check for servers, open ports,
and other information that may
allow unintended access into the
system.

Figure21: Cyber Attack Types

Federal and Stat€yber Information Sharing

Cybersecurity information sharing vital and ideally kilirectional. This includes sharing
cybersecurity best practices, guidance, and trends; information on emerging cyber threats and
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vulnerabilities affecting energy sector stakeholders; and-tiea¢ information sharing during the
response and recovery stages following a cyber event.

Robust, timely, actionable information is crucial to all partners because each has a unique role to
play in protecting critical infrastructure against cybersecurity threats as well as participating in a
coordinated response should a cyber incident occur.

The Commonwealth of Kentuckygages in information sharirigrough avariety of
mechanisnswherebythe state receives, analyzesnd/or shares information with energy and
emergency officials and energy industry partners. This imelyde but is notimited to the
following:

1 Actively monitoring announcements and alerts from Information Sharing and Analysis

Centerg(ISACs).

Testing gberinformation sharing mechanisms through exercises

Facilitatng or attendngthreat briefings (unclassified or classified)

Distributing actionable indicators or detection signatures of malicious activity,

vulnerability information, courses of action (to proactively defend or to stop and

remediate an attack), and cyber threat intelligence.

Incentivizngindustry participation in federal cyber information sharimgpgrams.

Fusion center practices may includediiectional information sharing with the sector,

briefings, or other outreach.

1 Public utility commission holds formal or informal discussion with utilities about
cybersecurity strategies, plans, and challenges.

1 State facilitates informal energy CISO or industry group calls to share cybersecurity
updates, trends, and questions.

= =4 -4

= =

CESERupported Resources for Assessing Cyber Maturity
¢ KS 5SLI NI Y SGfliersecdrity Eap&bitit Matisty Model (C2M2iables
organizations to voluntarily measure the maturity of their cybersecurity capabilities in a
consistent manner through a publicly available tool.

The American Public Power Association (APPA) developdtutiieze Power Cybersecurity
Scorecargdan online selassessment tool for municipal utilities to evaluate their cybersecurity
programs and overall posture. This tool is based on C2M2 and builds upon the assessment with
additional resources.
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The National Rural Electric Cooperative Association (NRECA) developed3tiey/bersecurity
SeltAssessmeniThe assessment, available either hardcopy or online, is designed to help
cooperatives understand their cybersecurity posture and is part of the |&gegl Cooperative
Cybersecurity Capabilities (RC3) Prograhe RC3 program develops and provides tools and
resources focused on improving the cybersecurity capabilities of cooperatives. The program also
provides opportunities for collaboration, education, and training.

The National Association of Regulatory Utility Commissioners (NARUC) has developed a suite of
cybersecurity resources for public utility commissions (PUCS), includiderstanding

Cybersecurity Preparedness: Questions for Utilifieese resources may be useful in preparing

Fy {9h F2NJ I O2y@SNERIIA2Yy ¢AGK GKSANI adldsSQa
2F GKS adlriSQa NBIdzZ I GSR dziAt AGASAaT YR gKSNB

Resource Members Description

The MSISAC is dedicated to improving the overall
cybersecurity posture of state, local, territory and tribal
(SLTT) governments, and is a resource for information on
cyber threats to critical infrastructuré&Kentuckymembers of
the MSISAC can share threat information to the energy
sector when appropriate.

Multi -State Information | ESFL2 Leads
Sharing and Analysis

Center (MSISAC)

Electricity Information | Electricity owners anc
Sharing and Analysis operators in North
Center (HSAC) America The EISAC provides information and resources to help th
North American electricity industry prepare for and defen
Approved individuals | against both cyber and physical security threats.

at states with energy
emergency response

roles
Oil and Natural Gas Public and private The ONGSAC serves as a central point of coordination a
Information Sharing ONG companies, communication to aid in the protection of exploration and
and Analysis Center select collaborators production, transportation, refining, and delivery systems
(ONGISAC) and partners, subject the oil and natural gas (ONG) industry, through the analy

and sharing ofrusted and timely cyber threat information,
including vulnerability and threat activity specific to ICS af
SCADA systems.

to membership
requirements.
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Downstream Natural Natural gas utility The DNG ISAC serves natural gas utility (distribution)
Gas Information Sharind companies. companies by facilitating communications between
and Analysis Center participants, the federal government and other critical
(DNGISAC) infrastructures.

Fgure 22:CESERupported Resources for Assessing Cyber Maturity

b2GSY ¢KS ! d{ d 5SLI NIYSyld 2F 9ySNHeQa hF¥FAaAOS 2F /
(CESER) intends to expand this cydparcific state resource based on state feedback and needs in late
2022.

Information and the ability to manage it properly are vital to any emergency response effort.
ThisESRs heavily weighted toward information and data management that will assist direct
responders iremergencymanagement activities. Three separate but interrelated undertakings
have been developed that will be utilized to provide information and analysis of energy
disruptions that occur in the Commonwealth. They are:

1 the development of a comprehensive database
1 astatewide energy profile
1 GIS and Dataisualization tools for understanding existing energy modeling platforms

5.3.1 Data Collection and Organization

TheSEGEEC has assembled a comprehensive database detailing energy, environmental, and
economic statistics to provide quantitatiealysis and policy interpretation of issues related to
YSyiGudzO1eQa SySNHe& Ay TFNI aidNHzOG dzNB @ I LINR RdzO
summary of time series data sets encapsulating eneetpted statistics for the Commonwealth

for the periodfrom 1950to 2022.

The majority of the variables located in this database were acquired from publicly available
resources, primarily the OEState Energy Data System (SEDME}¥ data system is produced and
maintained by théJ.S. Energy Information Administration (EISj)nce the SEDS does not
contain many critical variables (particularly economic, socioeconomic, and environmental)
required for a holistic analysis of energy systems, many other Kentucky sspgxific data sets
were incorporated into the database to provide a more comprehensive system to utilize.

This databasesthe first comprehensive effort of this nature to be developed in Kentwig/
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will serve a number of purposes. Among them are:

1 Serveas an impatrtial repository of energy statistics for fheblic, researchers, and
policy makers

1 Providean understanding of the dynamics of energy consumption and production
activities within the Commonwealth

1 Supportthe CommonwealtiESRhat identifies potential threats to energy systenms
Kentucky andacilitates the restoration of energy supplies in the event okarergency

A direct outcome of the database is the Kentucky Energyile 2@23. The summary statistics of
the Kentucky Energpatabaseprovide an annual snapshot of energy consumption and
production within Kentucky.

5.3.2 KY Energy Profile
Ly 2NRSNJ G2 SyadsaNB G§KS / 2YY2 ynhlf hefidtsteSis/ S NH &
toRSTNRN¢& 2 LI® Ndderstagdyharmhaboperations)¢ SECEEGitilizes the
Kentucky Energlrofile for emergency planning and disruption tracking purposes. This profile
summarizethe various energy systems currently operating in Kentucky.

TheProfileincludes data on energy production and usage in various forms across all energy
sectors. In addition, it examines in specificity the production, generaéind transmission
systems associated with all energy commodities. Particular attention is paid to network
elements with critical system functionality. The profibeludesinformation on the geospatial
distribution of energy providers and facilities within the sta#ng with cataloging contacts for
corporations and individuals responsitita their operation.

The foundation of th&kentucky Energy Profile 2028nsistof one summary time series data

set and four supporting multidimensional panel data sets, each with a different unit of
observation. The profile is a platform where statistics and time series analyses can easily be
used to generate answers to energglated questions of interest across many topical areas. The
profile provides a comprehensive assessment of energy consumption and production within the
state by supplying detailed summary statistics and identifying time series trends. The
information can be developed into charts, quantitative tables, analytic grapdmcsmaps.

In addition to and in conjunction with profile development, the SEHEXL also monitewarious
sources for information on energy systems at the local, state, natiandlinternational levels.
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Information collected or examined inclugieeports from federal and state agencies,
professional association forecasts, academic publications, news repodglirect observation
when possibleThe SEEBEC will compare this information against the base year established in
the profile to determine inconsistencies, issyaad trends. In the everthat problems are
identified, they will initiate the procedures outlined irhis ESRand dictate that actions be taken
to addresghe problemsin a timely mannerThe 2@3 EnergyProfile can be found in Appendix

E.

5.3.3 Energy Risk Assessmeamid Vulnerabilities

Risk assessments assist decision makers with securing and braisiirent infrastructure, while
providing a better understanding about the impacts of disruption to energy infrastructure.
Identifying vulnerable energy infrastructure nodes and understanding the interdependencies
between community lifelines and susceplityi to an energy disruption are critical to emergency
planning and emergency response.

Determining the risk associated with energy systems and energy infrastructure is a complex,
continuous, ancverchangingprocess that involves the whole community. All disasters start

and end at the local level, thereferlocal governments, emergency response planners, critical
facility ownersand emergency managers should first understand the complexities of the
O2YYdzyAleQa SySNHé& ySSRa lFyR OFLIoAftAGASEaD |
engagement strategies and shape programs to meet theouameeds for energy resilient
investmentsthat ultimately lead to a more efficient use of existing resources, regardless of the

size of the incident or community constraints.

The Office of Cybersecurity, Energy Security, and Emergency Response @& 8&rR)Joped
StateEnergy Risk Profiles that examine the relative magnitude of risks at a State level
highlighting energy infrastructure trends and impacts. The profile predwssth natural and
martrmade hazards with the potential to cause disruption of the electric, petroleum, and natural
gas infrastructures.

Below areexample data sets ansiapsthatK A 3Kt A I KG YSyddz01 e Qa NAaj a
2009-2019from this profile andhe Energy Infrastructure Risk applicatiétease refer to

Appendix E of thé&eSPattachment #1 for thdull version of theKY Energy Sector Risk Profile
andsection 1.51 for examples oEnergy sector interdependencies.
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Annualized Frequency of and Property Damage
Due to Natural Hazards, 2009—-2019

HAZARD PROPERTY DAMAGE - Annualized —_— Areas at High Risk of Tier 2 Hazards:
m - | (sMillion per year) Tornadoes, Wind, Extreme Cold and Winter Storm Events, and Floods
Drought é 2 $o0
Earthquake
=35M) ﬁ‘ = L
Extreme Heat ﬂ* 6 $0
oot @4 |72 e
Hurricane W@\ | 0 $0
Landslide Bz | 1 0
Thunderstorm g,
&Lightning % | 13! $8
Tomado 7 | 18 520
wildﬁre a 1 so lan.::n - Wm“v' ~ E-mn;o:‘ciw Winter Storm Events m:{zﬂ;’:x;m Layer
Winter St W 500 Year Flood
finter Storm . Frocden,
& Extreme Cold n* 34 $33 d

Doata Sources: NOAA and USGS
Figure23: Kentucky Risks and Hazards Overview 2049

Electric Utility Outage Data, 2008 —2017

Il TOTAL NUMBER OF PEOPLE AFFECTED BY OUTAGES
[l TOTAL DURATION OF OUTAGES Hours : z L
: 10 100 1.000 10,000 100,000 1,000,000 Tornado Risk to Kentucky's Electricity Infrastructure

Note: This chart uses a logarithmic scale to display a very wide range of values.
Data Source: Eaton

Figure24: Electric Outages and Tornado Risk Areas

Worst performing circuits for each utility (based on SAIDI values)
Electric Utility-Reported Outages by Cause, 2008 -2017

Reliability Heatmap

TOTAL NUMBER OF INCIDENTS
Animal 26

Faulty Equipment /
Human Error 94

Planned 32

Theft /Vandalism 3
Unknown 49

) Vehicle Accident 28
Weather / Falling Trees 98

Data Source: Eaton

Figure25: Electric Outages and Reliability Heat Map
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Top Events Affecting Crude Oil and Refined Product Pipelines, 1986-2019

[l Crude Pipelines ECONOMIC LOSS - Annualized Loss FREQUENCY - Annualized Frequency
M Prod li $Thousands per year Average incidents per year

P

Corrosion

Equipment Failure
Excavation Damage
Incorrect Operation
Material / Weld Failure
Miscellaneous / Unknown
Natural Force

Outside Force

Dota Source: DOT PHMSA

Top Events Affecting Natural Gas Transmission and Distribution, 1984 -2019

[l Transmission ECONOMICLOSS - Annualized Loss | FREQUENCY - Annualized Frequency
[l Distribution $Thousands per year
L sn
Corrosion I“
Equipment Failure F‘
" 26
Excavation Damage 568

Incorrect Operation | &5
Material/ Weld Failure {0 $296

Miscellaneous / Unknown
142
Natural Force B <56
Outside Force 3 <1 341
Dota Source: DOT PHMSA
Figure27: Natural GasTransmission & Distribution and Winter Weather
: ira. = = . > SEPA evaluated 6,640 sites for microgrid solutions using 6 selection criteria. SEPA
Combine Site-Specific and Regional Microgrids for identified 558 potential Site-specific installations and 12 potential regional community

Better Coverage microarids.

site selection criteria

% gugg&spedﬁc

installations

This map demonstrates how a network of both regional and site-

specific microgrids located at critical infrastructure facilities can x\’i} 1 2 m
cover more ground and bolster resilience state-wide, including in potential regional *

community microgrids
more remote rural areas.

FHgure 28: Kentucky Micregrid Deployment Map 2021
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Vulnerabilities

The EESEO utilizeThe FEMA ational Risk Indefor data collection andinderstandingisks
andvulnerabilities in our communitie§.heNational Risk Indeis a FEMAonline mapping
application that identifies communities most at rigknatural hazards. These maps visualize
natural hazard risknetrics that include expected annual losses from natural hazards, social
vulnerability, and community resilienceThe National Risk Index's interactive web maps are at
the county and Census tract level and made available via geographic information system (GIS)
services for custom analyses. This data presents a holistic view of communitynétkral
hazardsand supportsresilience efforts by providingneoverviewof multiple risk factors.

In the National Risk Index, risk is defined as the potential for negative impacts as a result of a
natural hazard. The equation behind the index is illustrated below

Expected Annual Loss

is a natural hazards component that represents the
average economic loss in dollars resulting from
natural hazards each year.

Social Vulnerability

is a conseguence enhancing risk component and
community risk factor that represents the
susceptibility of social groups to the adverse impacts
of natural hazards.

Community Resilience
is a consequence reduction risk component and
community risk factor that represents the ability of a

L
* community to prepare for anticipated natural
hazards, adapt to changing conditions, and
withstand and recover rapidly from disruptions.
NR]I Riskindex
— represents the potential for negative impacts

\ ‘ resulting from natural hazards.

Figure 29: FEMAational Risk Index Metrics
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An illustration of vulnerabilities for the 18 natural hazards for the Commonwealth of Kentucky is
depicted below.These vulnerable areas are viewed in context to supply chain infrastructure for
the various energy commodities contained within these geographic areas. Supply Chain
diagrams can b&oundin Section 6.0Energy Commaodities of thisSP

Effingh

National Risk Index Census Tracts
National Risk Index - Rating - Composite

5]
15}

Lebanon

Figure30: Kentucky ALL Hazards Map

5.34 Identification of Potential Threats

Recognizing that preparedness is a shared responsibility, the National Preparedness System calls
for everyona not just government agenciesto be involved in preparedness efforts.
Communitywide involvement is an important principle in preparedness thaaéstinvolving
stakeholders throughout preparedness development and ensuring preparedness materials

reflect their roles and responsibilities.

The Threat and Hazard Identification and Risk Assessment (THIRA) issteprask
FaaSaaySyid LINRPOS&daa GKIFG KSftLA (GKS /2YY2ygSIfi
what they need to do to address those risks.

Kentucky communities will use the THIRA to identify their threats and hazards and the effect on

their holistic community, impacts that could take place, and capabilities that each community

should have in preparation for the possible impacts of their idet threats. KYEM oversees
the THIRA processes with local communities.
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¢tKS RFGIF FNRY (GKS ¢l Lw! LINRPOSaa Aa dzaSR Ay RS
The process becomes the Stakeholder Preparedness Review (SPR). During the SPR process,
communities complete a sefssessment of their current capability lév@gainst the targets

identified in the THIRA. Using the targets from the THIRA, communities identify their current
capability and how that capability changed over the last year, including capabilities lost,

sustained, and built.

Communities will identify capability gaps related to planning, organization, equipment, training,

and exercises, and indicate their intended approaches to address those gaps while also

maintaining their current capabilities.

From a statewide perspective, the Commonwealth is subject to threats from a variety of natural
and manmade disruptions.

Potential Energy Disruption Causes
1 Natural Disasters
o Earthquakes
Fires
Flooding
Ice
Wind
Snow
Extreme Heaand Cold
0 Hurricanes
9 Production or Supply Variations
o0 Market Forces
o Curtailments
o Labor Disputes
o0 Import or Export Restrictions
o0 Cyber attacks
1 Regulatory Changes
o Environmental
o Labor
o Tax Structure
Energy Price Changes
Reports or Alerts from Enerdggroviders
Terrorism Warnings or Actions
Pathogenic Threats

O OO0 O O0Oo

= =4 -4
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Kentuckydisasterevents

Accordingo FEMAn the past twodecadeKentuckyhasdeclared disasters fdt3 severe
storms, 7 flooding events2 fire events,2 tornado events?2 snowstorms 3severe ice storms,
biological events, and 1 hurricartdat resulted in significantdamagedo criticalinfrastructure
across the statand billions in damageSignificandisaster eventso Kentuckyare listed below.

OnJanuary 262009,precipitation began as light freezing drizzle and freezing rain over an entire

area butchanged into sleet then snow overnight. Up& inches of snow and twimchesof ice
accumulatedover the2-dayevent. ubsequent high winds delivered the second half of the-one

two punch that paralyzed much of Kentucky and created a dangerously bea#tifiden State &

¢KS aid2N)Y Ol dzaSR YSy(dzOl @ Qa 770/000EEnasiandLI2 ¢ S NJ 2 dzi
businessesvithout power andwidespreadproperty damage due to falling trees, large tree limbs

and power lines wghed down by icgotaling over 1 billion in damage&lectricand heat went

out for days and even weels some of the stateSuch basics as food, water, and gas were

difficult to obtain. The commonwealth lost@citizensand for the first time, the entire Kentucky

National Guard was deployed.

FortKnox the United States Bullion Depository, is a fortified vault building operated by the
United States Department of the Treasury, atadres over half the country's gold reseryess
caught completely off guard and unpreparas theywent without power and water for up to 10
days Leadership at that time vowed to never allow a crisis of this type to reoccur. With that
decision came the need for a surge of installatwide strategidhinking focusing on energy and
infrastructure resilience.

Fort Knox partnered with NoliRural Electric Cooperative Corporation (REGGeliver an

energy security micrgrid project that incorporates 44 MW of new power generation,

comprised of 8 MW of @npressed Heat and PowerHE natural gas generators, 16 MW of
peakshaving natural gas generators, and 20 MW of diesel emergency backup generators. The
newly installed CHP generators are deployed at three different sites on post, chosen for being
critical infrastructure and prime lations for the thermal load produced by the CHP systems.
Natural gas is partially supplied from the Devonian Shale that lies underneath Fort Knox, through
a utility privatization contract held by Nolin RETKIs allows for the capability to operate
independently from external power sources.

Fort Knox, Kentucky, is a uniquely capable installation that even has the ability to produce its
own power and water. The installation is the foundation for military readiness and resilient
infrastructure, ensuring our forces are ready when called uport. lkwox learned the hard way

in regard toresilience buhas emerged as a leader within thef@artment ofDefensg(DOD.
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OnDecemberl0,2021,aviolent, longtracktornado enteredwesternKentuckyshortly before
9:00p.m.CSTTheB~4 tornadoreachedspeedsof 190 mph and coveredover 165milesin
aboutthree hours,claiming81 livesandinjuring over 500 peoplein eight counties Thetornado
wasthe deadliestin U.S historyto occurin the month of Decemberlts path lengthof 165miles
wasthe ninth longesttornado path everrecordedin the U.S.ItQ@ documentedthat 3,000
structures were damaged and 1,800 destroyed, including an entire factory in the City of
Mayfield,resulted indamage costs up to $3million.

Peak statewide electric outages reachEaD 000+ withthree utilities unable toreport due to

catastrophic damage toommunicationsystems Both generation and transmission

cooperativestwoL h! Qa3 ¢! |y R Ydzt A LY i®pa&dd 8ud to NtikaD dzii A £ A
transmission damagto over 10,000 utility polesyumerous transmission lireedown and

extensive damage to power distribution systenifie City of Mayfieldubstation andvater

tower were heavily damagegdalong with itshistoric districtand citywater systems

With the power grid compromisedand critical facilitiesand serviceswithout power, multiple
requests for generators poured in froatross thistate. Due to catastrophic damaged to the
energy infrastructure, restoration was prolonged and thguestfor emergencyfuel quickly
followed. The SE€BEC and KYEM coordinated with the Kentucky Petroleum Marketers
AssociatiofKPMAYor emergency fuel procurement contracts.

This evenexercised the states capability to develop and preattatewide Master Agreement
with an emergency fuel provider so counties can request fuel deliveries during an emergency
directly fromsupplier.

BetweenDecember 236,2022,dangerous winter weather conditions swept over the majority

of the Central and Eastern U.S., bringing the coldest recorded Christmas in decades to major
cities. By December 25, more than 55 million were under wind chill alemts storm, known as
Winter Storm Elliotind thefreezing temperatures led to a surge in heating demand that

pushed utilities and grid operators to the briakross the Commonwealtiirriday, Dec. 23rd,

was the coldest day of the year in Louisville at negatidedrees, according to the National
Weather Service of Louisville. The demand for home heat broke omny f récdrdsiSralaiy

total energy usageR?JM issued an Emergency Load Management Reduction Action and a NERC
level EEA2 was issued. PJM utilities in Kentucky include Duke Energy, Kentucky Power, and East
Kentucky Power Cooperatives. This resulted in demand response actions and voluntary energy
conservation measures from customers.
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For the E'time in their existence, |a result of generator and natural gas system failures, the
Tennessee Valley Authorignd LG&EKU were among the utilities that engaged in rolling

blackouts to avert significantly more widespread power outages. Winter Storm Elliott

KAIKE AIKGSR GKS @dzf ySNIXroAfAGASAE 2F YSyiddzOl eQa
regional weather that stins capacity of neighboring utilities. FERC and Regional Grid Operators
along with all impacted utilities have initiated after action and reliability measures to protect

against a future event

OnMarch 3,2023,an intenselow-pressuresystem produced severe weather and historic
gradient winds to the Lower OhMalley. Wind gusts of 680 mph producedvidespreadwind
damage angnapped more than 1,000 utility poles and threw trees and other debris on power
lines. The peak outage was approximately 550,000 statewidef Hc 2F YSy i dz01 & Qa
cooperatives sustained damage in this evemith the smallest caps reporting damages

totaling 1 million aloneThis is the thiremost significant weather event in 20 years in terms of
total system impact and the number of customers affected, ranking behind the 2009 ice storm
and 2008 windstormWhile significant and historic, restorations efforts highlighted how
response and restoration activities have improved with repeated exercises and eMerttzl

aid crews poured in from 60 sister-ops in 11 states to suppopower restoration which

occurred over 4 days rather than over weeks as experienced a decade earlier.

Specific threats to the energy sector are illustrated below.

Threats and Potential Impacts to Energy

Natural Gas
Liguid Fuels

Informational technology and operational technologgystems can be impacted; this can

include company data, payment and scheduling systems, sensors, and control systems.
May limit drilling activity if alternative water
supply is not available.

Reduced hydroelectric generation due to Impacts to biofuel feed stocks from low

Hazard Power

Cyber Incident

low water levels. moisture in soil.

Drought . . .
Reducedefficiency at thermoelectric Low water levels can prevent barge traffic on
generation facilities if there are inland waterways.
constraints on steam or cooling.

May limit drilling and refineries operations if
alternative water supply is not available.
Damage to downstream infrastructure due to flooding and debris.

Dam Failure H_ydroelectric_powelgeneration may be . . .

disrupted, which may also reduce black Unearth!ng and rupturing of p!pel!nes.
P Unearthing and rupturing of pipelines.
start capabilities.

Earthquake Damage to infrastructure.
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Equipment
Malfunction

Extreme Heat

Flood

Landslide

Man-made
Damage

Pandemic

Tropical
Cyclone

Thunderstorm
and Lightning

Tornado

Examples: power generation facilities,
transmission poles, etc.

Line arcing, power surges, corrosion, or
moisture on equipment can cause
equipment to malfunction or go offline.

Increased demand forcooling. Depending
on the available capacity, this can cause
ISOs tooperate below reserve margins.

Increased risks of wildfires from power
lines.

Examples: pipeline rupture, processing plants
well sites, compressor stations.

Examples: pipeline rupture, refineries, well
sites, pumping stations.

Corrosion, material failure, excess pressure buildup, o
control malfunctions can cause supply disruptions,

Can reduce efficiency at refineries.

Damage to equipment exposed to water and debris.

Examples: powegeneration equipment,
control center buildings, transmission
lines.

Examples: processing
plant units, LNG
export facilities,
underground
pipelines.

Examples: refinery
process units, tanks
underground
pipelines.

Damage to nearbyinfrastructure due to debris or foundation impacts.
Deliberate physical attacks on or takeovers of infrastructure. Human error can cause facilities to r

outside of designed parameters.

Transmission lines may be impacted by
individuals hitting power poles, cutting
trees down, or striking underground
wires.

Thirdparty strikes of pipelines can rupture lines.

Shifts in demand and reduced worker availability.

Damage to infrastructure from higlwinds, debris, and flooding.

Examples: power generation facilities,
transmission poles, etc.

Blown transformers and downed trees

may impact power lines.

High winds can cause damage to power
lines and power generation facilities.

Examples: pipeline pumps, tanks.

Examples: pipeline pumps, tanks.

Production facilities and refineries may shut down
ahead of storm for personnetafety.

Shoaling in ports can prevent ship and barge traffic to
terminals.

Power outages may impact select electric
compressor operations.

Power outages maympact refinery, terminal,
or pumping operations.

High winds can cause damage to processing
plants, compressor stations, metering and
regulating stations, andother aboveground
facilities.

High winds can cause damage to refineries,
terminals, and other aboveground facilities.
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Damage to power lines and power
generation facilities.

Wildfire Combustible material if exposed, primarily impacting
Utilities may shut off power to prevent  aboveground infrastructure.
wildfires (e.g., hightemperatures and high
winds).

Freezing may impact noaveatherized

Freezing in cooling towers preventing equipment, which can cause production shut
electric generation. ins.

Winter Storm Rail freezing ir_npacting feedstock to Increa_sed demand for heating can strain
powergeneration (e.g., coal). capacity.

and Extreme Freezing for noAveatherized equipment

Cold Increased demand for heating can add  (including frozen product within the piping
strain to available capacity causing system), malfunctioning flow control
RTOs/ISOs to operate below reserve equipment, flaring, and production shuins.
margins.

Increased backup generator demand.
Figure 31: Threats and Potential Impacts to Energy

5.3.5Energy Modeling

TheSEGEEGQGelies on a number of external models developed by outside entities to perform
more advanced or specialized data analysieded by the Cabingincludngbut not limited ta

i State and Local Planning for Energy (SLOPE) Platform from the National Renewable
Energy Laboratory

1 Engage from the National Renewable Energy Laboratory

Greenhouse Gas Inventory from the Environmental Protection Agency

1 The Jobs and Economic Development Impact models from the National Renewable
EnergyLaboratory

=

The data and modeling team at tli&®=CGEEGs constantly evaluating and discovering new

F LILX AOFGA2ya FTNRY UGNHzZ2GSR SyGAGAasSa tA1S GKS vy
serve stakeholders within the stat€he SE@&EQoal is to integrate the latest technology and

modeling techniques tachievethe strategic goals as outlined in the state energy strategy and

the EEC strategic plan.

This section describes the process by which the-BEO will maintain a historical record of
energy disruption events. Through observing and recording the type and duration of disruptions,
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the responding organizationand the specific restoration efforts, a historical perspective on the
factors behind disruptive events can be ascertained. @weg, this informationwill be

evaluated to identify trends and vulnerabilities and to refine response methods and mitigation
plans.

TheEnergyDisruption Tracking process is viewed as a collecti@mefgydisruption events
with details of eaclindividual disruption It should be noted thatrackingindividual disruptive
eventsin detail isone of the primary functions delineated in ti/ESBnd referenced in the
tracking log described below. TESRestablishes the procedure for the identification of
disruptionsor emergency events and describes the processhfeccompilationof situational
reports. Collectively, these events creat chronological record die factors that contrilote to
energy supply disruption and restoration effortegrefore,they can be utilized to make
improvements to both specific energy sectors and the overall energy system.

Torecognize threats that may lead to an energy disruption evieig,important tounderstand

the normal status of energy systems and continually monitor eventsdfiattthe energy

system stability. The SEEEGtaff created and maintain an Energy Profile to define the normal
conditionandmonitor news, weather reports, industry publications, and other sources to
identify situations that may impact energy deliverability in the Commonwealth.

If irregularities or concerns arise, the SEBC will contact trade groups, membership
organizations, energy suppliers, transporteaad brokers to determine the potential impact to
system operations.

Eachtime a threat is identifiedandthe ESF 12 is activated, tis=GEEC will recorgertinent
datain the energydisruptionlog. If the threat escalatesnto asignificant disruption evenga
detailed situational report will be developedfter each event is closecheé SEEEEC will analyze
the log andoreparean After-ActionReport (AAR)f the threat is minimalonly a basic log entry
is necessarfor situational awareness

5.4.1 Energy DisruptiorFile Log

The ability to effectively respond to and facilitate the restoration of energy systems during
disasters relies on the ability of local, staééd federal government agencies and private sector
electricity and fuel providers to have access to timely, accurate, and actionable information
about the status and potential impacts of energy sector disruptidrfss information can be
accessedhrough DOE AGLH systemand the National Pipeline Mapping systeRefer to
Section 2.9
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While monitoring the overall energy network is a deliberate and continuous process that is
critical to anESPemergency event disruption tracking is usually related to a precise event or
explicit incident.

To ensure that all energy disruptions are documentbd, SEGEEEnergy Securit¢oordindor

will log eaclone based on procedures established in tB8Pdetailing the circumstances
surrounding the eventThis will allow theSEGEEQo0 examine the causes of outages over time in
an effort to determine if there are similar causal characteristics. It will also allow for continuity in
program operation and performance through staff chang@sce the disruption has been

identified and mitigated, the giational report will be filed along with thdisruptiontracking

log.

¢KS RAANMzZLIGAZ2Y FAES 23 Attt 0SS dziAf Al SR G2 0o
for the initiation of interruptions. The list below is not meant to be exhaustive; however, it will

serve as a guide in determining events that warranteased monitoring efforts. Ultimately, the
SECGEEC will rely on best judgment to decide when to heighten the monitoring effort. See

Appendix EKentucky Energy Profile 2023

Disruptive events may differ magnitude and impact, yet for tracking purposes, each one will
be treated with equal significancenformation gathered by the SEEE@andiffer by situation,
but at a minimumwill includethe commodity type or transmission modéfected the
geographic area or location affected, if identifiajtlee disruption causgthe time of the
occurrence the expected duration theevent andthe rectifying actions undertakerm.heenergy
disruptionlogcan be foundn Appendix F

ThePS@egulated electriaitilities will be tracked in a separate system that is maintained by the
PSC. A sample PSC outage log is also attached at the end of this chapter.

Regulated electriatilities as defined in KRS 278.04fe required under 807 KARRO06(Z) to

report any outages that affect more than 500 customers and last more than four hours to the
PSCYw{ HTy®nmn RSFAYS& I NBGIAf StSOGNARO &adzLIL
association, or cooperative corporation, excluding municipal corporations, engaged in the

furnishing of retail electric serviceh@&refore, e Tennessee Valley Authority by nature and

their associated local power companies are not regulated by the PSC.
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Theseoutagereports will be submitted daily untdervice is restoredReporting will normally be

adz0 YAGUSR GKNRdzZAK (GKS at {/ alsobeisubmifed S bidi A y 3
telephone. Specific information in the report includes the name oftttigy, a specific contact,

time of the incident, geographic area involved, the number of customers affeatddscription

of restoration effortsand an estimated completion time. Once tbervice is restoredhe

provider must submit a report detailing the wses of the problem, efforts taken in restoration,

and future mitigation efforts.

KY Public Service Commission

Outage Reporting System
This site collects information about electrical and telecom outage incidents as reported by regulated electric and
telecom utilities.

The most recently reported information regarding the number of customers per county and the utilities affected is
available to the general public and emergency management agencies.

Available Filters

Type Incident Time
Other
From Date From Time
To Date To Time
Format: mm/dd/yyyy Format: hh:mm AM
ALL ¥ | Past 24 Hours ¥

No Incidents within Past 24 Hours

Mot all Utilities are required to report outages to the KY Public Service Commission. Estimate numbers per county may be incomplete.

Figure 2: Public Service Commission Outage Reporting Screen

Outage information from nomegulated utilities is tracked viaA&LH and through routine
communication via ReadyOp and the public private sector partheesldition,the PSC and
SECGEEC coordinate outage information to form a statewide outage assessment.

5.4.2 Situational Reports

For minordisruptions,a file memorandum or email notation may be all that is necessary to
properly identify and document the occurrence. In this ¢dlse SECEEC will simply place this
information in theESFL2file log There will be particular incidences, however, that will require
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more in-depth investigation and data collection. Normally these will be lacpe events
affecting many peopler significant geographic areas or lasting for extended durations. For
these eventsa separate and more descriptive situational report will be compiled.

The report will follow the same format as required for tracking disruptions in the file log but will
collect and compile the information on a much moredigpth basis. As established in tB&PIn
addition, this summary will actively seek out information pertaining to the event from related
sources such as news reports, email communication, emergencyefsbnders, etc. The
situational reportwill assisthe SEGEEGNn determining a course of action the initial

emergency response amill belogged inWebEOC during an SEOC activation.

5.4.3 After Action Report

Additionally, further examination of the data will be conducted by the-&EQ to conclude
whether response measures were administered correctly and to determine if there are actions
that can be taken to mitigate possibieture problems or occurrences andtimately long-term
energy disruptionsThe SE@EEC evaluates the strengths and accomplishmenisell as the
challenges and barries the objectives listed belownd suggestmitigation measures or
partnership opportunities to minimefuture long tem energy disruptions.

1 Monitor, collect, analyze, and disseminate information on energy networks with the
Commonwealth.

1 Access information on existing state and federal databasgarding energy supplies and
demand.

1 Develop and maintain relationships with all public and private energy industry personnel.

1 Establish contact with and request information on supply and demand from producers,
distributors, or trade organization of the energy commodity experiencing the disruption.

1 Establish contact with county emergency management agencies in the affected areas;
obtain information on current energy utilization conditions and needs.

1 Communicate energy policies and directives, established because of an energy
emergency, to energy sector partners.

1 Communicate the needs and interests of H3Fenegy sector partners during the event

Serve as liaison to national or regional organizationsidgalith the same energy issue.

1 Work with other ESFs on energy interdependencies and assist in policy development.

=
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The AAR will be distribudthrough the chain of command, to the Secretary of the EEC and
KYEMafter each activation is closed.

5.4.4Trade Groups
Trade groups, membership organizations, and professional associations most often represent

large cross sections of energy providers, whose members most often have a diverse set of
interests. These groups will often foresee potential energy delivery prabkmd can be a great
asset for energy security. The SEBC will stay in close contact with these groups through
ReadyOp as a necessary aspect of monitoring issues on the energy forefront in Kentucky and
around the world.

¢KSaS 3INRdzZLJAQ LINAYIFNER YAaarzy Aa 3ISySNrftfte RS
representation of a particular commoditiipwever,they arealsocustomarily extremely

knowledgeable about other issues related to that commodity. Industry and regulatory concerns
KIS GeLAOolrftte 0SSy Of SI NBR UKNRdAZAK (KS 2NAIY
therefore, they can provide an expanded perspee derived from a large number of interests.

From an energy commodHlyacking standpoint, this allows the eyes and ears observing the

energy environment to increase dramatically. The &ECT will utilize its positive working

relationships with these groups and associations to comprehensively mahéor

I 2YY2y St 0KQa SySNHe ySig2NjJaod /2yal OG Ay T2N

5.45 Energy Providers

Almost allenergy in the Commonwealth is provided by private businesses. Utility companies and
other energy generators, transmitters, and distributors offer invaluable-Fiestd information

on the current state of energy affairs. Their insights provide an accusiieiion of the

prevailing issue, especially from the supplier's perspective. More importantly, providers can
relay the information on issues in real time from a fr@®at perspective. These companies also
have the knowledge and assets needed to mitigatd correct energy disruptions. The SEBEC

and the Public Service Commission (PSC) will actively utilize existing relationships with the
generation, transmission, and distribution companies that serve the state to gain an accurate
representation of energglisruption events as they occur.
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6.0 Energy Commodities and Contacts

¢KS G4SN aSySNHe& O2YY2RAGASa¢ SyOo2yvyLlkaasSa I N
biofuels, and petroleunderived products, with electeity being a derived commodity arade

critical to our essential daily societal functiofsergy has attracted attention from investors as

GKSe aSS] G2 LINPFAOG FNRY GKS ¢g2NIRQ& | o6dzyRIyO

6.1  Electricity Supply

Process:

Electricity in Kentucky is provided to customersd8@egulatedutilities municipallyowned

utilities, andthe Tennessee Valley Authority (TVA) and its distributsif26 electric

Cooperatives in Kentucky are members of both ientucky Electric Cooperativasd the

National Rural Electric Cooperative Association (NRHG&)e are 2 distribution cooperatives

that deliver electridy directly to member consumersanddod ISy SNF GA2Y YR (NI Y
O22LISNY A DPSa 6D3¢Qav & dziahsSiGalectvRystBeMdediriz (G KS RA &
cooperatives of Kentucky power the lives of 1.5 milj@ople in 117 of 120 counties.

Qx

Electric Distribution Service Areas

PSC Regulated Rural Electric Utilities PSC Regulated & 5 TVA Regulated Utilities
«  County Seats
A T Investor Owned Utilities Gibson EMC (TN)
East Kentucky Power Cooperative, Inc. Big Rivers Electric Corporation B Ouke Energy Kentucky, Inc. Counly Boundedes Pennyrile RECC
(transmission cooperative) (transmission cooperative)

Kentucky Power Company Tri-County REMC

Big Sandy RECC Jackson Purchase Energy [ Kentucky Utiities Company (KU)
Kenergy Corporation Louisville Gas and Electric Company (LG&E)
Meade County RECC Multi-Service Areas

| Jackson Energy Cooperative & KU

Farmers RECC

Fleming-Mason Energy Cooperative
Grayson RECC
Inter-County Energy Cooperative

Municipal Utilities

Barbourville, Bardstown, Bardwell, Benham,

=
Jackson Energy Cooperative
Licking Valley RECC
Nolin RECC

Owen Electric Cooperative
Salt River Electric Cooperative ——

Shelby Energy Cooperative T 4 L
South Kentucky RECC # 4
-

Taylor County RECC %)
S WL 3
' = :
K '; i

Figure33: Kentucky Utility Service Map
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6.1.1 PSGRegulated ElectritJtilities

Electricutilities that are regulated by the PSC fall into two categoriegestorOwnedUTtilities

(IOUs) and Rural Electric CooperatioepgOrations(RECCSs). There are four investamed

electric utilitiesthat operatein KentuckyDukeEnergyKentucky Kentucky Power Company

(a.k.a. AnericanBectric Power), Kentucky Utilities andLouisville Gas& Hectric. Each of these

O2YLI yASa 3ISYySNIidSa (GKS LReSNI G2 YSSG Ada NBa
Nineteen RECGse regulated bythe PS€.KS&S GRA&AGNRAROGdzGA2Yy ¢ 022 LISNI
LI26SNI FNRY GKSANI NBaAaLISOGAGPS a3aSYSNraAz2y FyR
RA & { NXA o dzi 2 NA Q SigteeMNdDtheS&E CaisiniyhiviiagdNoiirdhasepower from

East Kentucky Power Cooperative

Big Sandy RECC

Blue Grass Energy Cooperative
Clark Energy Cooperative
Cumberland Valley Electric
Farmers RECC

FlemingMason Energy Cooperative
Grayson RECC

Inter-County Energy

Jackson Energy Cooperative
Licking Valley RECC

Nolin RECC

Owen Electric Cooperative

Salt River Electric Cooperative
Shelby Energy Cooperative
South Kentucky RECC

Taylor County RECC

= =4 4 4 -4 4 -5 -5 4 -5 -2 -5 -3 -2 -9 2

The remaining three jointly own and purchase power fiBimg Rivers Electric Corporation

i Jackon Purchase Ener@porporation
i Kenergy Corporation
i Meade County RECC
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6.1.2 TVARegulatedElectricUtilities

The Tennessee Valley AuthorfiVA)s a federally owned electric utility corporation in the
United StatesThere are fiveelectric cooperativeandelevenmunicipal utilitiesserving
ratepayers in Kentuckihat secure all of their electricity from the TVA. Theseperativesand
municipalutilities then resell and distribute electricity to customers within their service
territories. TVA regulates the rates and services of these utilitisparately, the TVA also
serves several large industrial customers directly.

TVA Electric cooperatives

1 Gibson Electric Membership Corporation

1 Pennyrile RECC

1 Tri-County Electric Membership Corporation (TN)
i Warren RECC

1 West Kentucky RECC

1

TVA Municipal Utilities

Benton Electric System

Bowling GreemMunicipal Utilities
Franklin Electric Plant Board
FultonElectric System

Gibson Electric Membership Corporation
GlasgowElectric Plant Board
Hickman Electric System
HopkinsvilleElectric System
Mayfield Electric & Water System
Murray Electric System
Russellville Electric Plant Board

=

= =4 4 4 4 5 5 45 -2 -9

6.13 SelfRegulatedMunicipal ElectridJtilities

Municipal electriaitilities either selfgenerate electricity{by owning and/or operating
generating facilitiesor purchase power from various souraether than the TVAThere are 21
selfregulatedMunicipal electriadtilities, and they are selregulated by their respective
municipal governments.
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Barbourville Utililes

City of Bardstown

BardwellCity Utilities
BenhamPower Board
BereaMunicipal Utilities
CityUtilities Commissionf Corbin
City of Falmouth

FrankfortPlant Board
HendersorMunicipal Power & Light
MadisonvilleMunicipal Utilities
Madison Electric Dept.
Morehead Utilities
NicholasvillePublicUtilities

City of Olive Hill Utilities
OwensboraMunicipal Utilities
PaducatPower System

City ofParisCombined Utilities
PrincetonElectric Plant Board
City of Providence

Electric Plant Board of th@ity of Vanceburg
City ofWilliamstown

=4 =4 =4 4 -4 -5 4 -5 5 -5 -4 -5 -5 -5 -5 -2 -5 -9 -4 -2 2

6.14 Interstate Electricity Market

Kentuckyparticipates inwo wholesale markedrs the Midcontinent Independent System
Operator(MISO) and PJMterconnection. Both areperators of regional transmission systems
and provide access faterstate wholesale power marketd hese marketset reliability rules to
ensurethat a continuous andeliable power supply is provided to consumers by securing
commitments from generators to meet customer demand on the power grid.

PJM coordinates the movement of wholesale electricity in all or parts of Delaware, lllinois,
Indiana, Kentucky, Maryland, Michigan, New Jersey, North Carolina, Ohio, Pennsylvania,
Tennessee, Virginia, West Virgiraad the District of Columbia. Wa Q &terrh 2giodal

planning process provides a broad interstate perspective that identifies the most effective and
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costefficient improvements to the grid to ensure reliability and economic benefits on a system
wide basis.

MISQOis an independent, netor-profit organization that delivers safe, cesffective electric

power across 15 states, including Kentucky. Electricity price and supply problems in Kentucky
are referred to the PSC for jurisdictional companies. Problemsmuthicipally ownedsystems
should be taken to that municipality and the representing trade association.

PIM and MISO capacity market delivery year stdwne 1 and ergkthe following year on May

31. Both markets allow for bilateral transactions and the-selfeduling of resources to lower

the amount of capacity that must be purchased through the capacity market mechanisms. When
the productgrostsare too high or too low, each operator initiates discussions with stakeholders
for potential solutions. Once a solution is finalized, it is submitted for approval to the Federal
Energy Regulatory Commission (FERGIch regulates the interstate transmission of electricity

ELECTRICITY
MEDIUM HIGH Transmission MEDIUM Distribution
VOLTAGE VOLTAGE VOLTAGE
Substation/
Step-Down
Transformer
POWER 1]
GENERATORS ,‘J_;.Q END USE
TRANSMISSION SUB- DISTRIBUTION el .
Substation/ NETWORK Substation,  TRANSMISSION  Substation/ NETWORK I o I SOMIEHEEL Distributed
Step-Up Step-Down NETWORK Step Down energy
Transfarmer Transformer Transformer resources
H Hg z %%g [ i located
1 & AL ool % Residential behind-the-
(e JFQ JFH _mgﬂ_ml meter (e.g.,
solar and
6O-KV+ BQQV:"tc <34-KY s[uargy
-KV 7 storage) can
'5(@’-‘ Transportation feed power
n = back onto
i M E the
Té‘m-“- DALY distribution
d STORAGE DISTRIBUTED & a?. grid
ENERGY S{i Industrial
RESOURES uﬂﬂ@!—!{

"
~

% %; U.S. DEPARTMENT OF
= ENERGY
— Office of

Cybersecurity, Energy Security,
and Emergency Response

Figure 34 Electric Supply Chain
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Sate Government:

Public Service Commissiehttps://psc.ky.gov/

Division of Consumer Servicesttps://psc.ky.gov/home/complaint
Federal Government:

Federal Energy Regulatory Commissibtips://www.ferc.qov/
Tennessee Valley Authorigyttp://www.tva.gov/

Industry:

Kentucky Municipal Utilities Associatiehttp://www.kymua.org/
Kentucky Electric Cooperative Associatitmtps://kyelectric.coop/

Process:

The electric transmission system in Kentucky has been designed for the primary purpose of
moving electricity from generation sources within the state to customers within the state
external markets and other utilities via-laiteral agreementsThe transmission systems of the
Generation and Transmission Utilities are interconnected so as to allow the flow of electricity
among utilities and other generators both in state and out of statee Midcontinent
Independent System Operator (MISO) and PJM Interconnection @?dNje two interstate
transmission operators for the Commonwealtefer to section 6.1.4 for details.

In addition, the TVA and Louisville Gas and Electric and Kentucky UtilBE&E)perate
respective transmission systems as they are not members of PJM or MISGaldinary
authorities in Kentuckgnsure that power system demand and supply are always balanced,
whichmaintains safe and reliable operation of the power systé&hme balancing authorities in
Kentucky include PJM, MISO, LG the TVA.

Transmission lines, for the purpose of Kentucky Energy Security and emergency management,
are defined as lines operating at 69 kilovolts (kV) or more. Typical voltages include 69 kV, 138 kV,
169 kV, 345 kV, 500 kV, and 765 kV. Generally, the higher tiageaf the line, the more

electricity the line carries to more customers.

Electric transmission lines are almost exclusively built aboveground for cost considerations and
are thus subject to damage from windstorms, ice loading, vegetation, and other outside agents.
When a transmission line is forced out of service, it can résultousands of customers losing
electricity. The time to repair a single transmission line and restore service can take from several
hours to a few days. Events such as large ice accumulations or tornadoes can damage multiple
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transmission lines at once. When multiple transmission lines are out of service, full restoration
can take weeks.

In the event of an electricity generation shortage, the transmission system can be utilized to

import electricity from other utilities and other states. Thamberof imports is limited by the
interconnections between the utilities.

North American Electric Reliability Corporation Interconnections

EASTERN
INTERCONNECTION

WESTERN
INTERCONNECTION 4

ELECTRICITY RELIABILITY
COUNCIL OF TEXAS
INTERCONNECTION

Figure35: North American Electric Reliability Interconnections

YSy(idzO1eQa 9f SOUGNRKOI aeaidsSy Aa AyuSNO2yyS
Interconnection.

State Government:

Public Service Commissiehttp://psc.ky.qgov/

Division of Consumer Servicdsttp://psc.ky.gov/Home/Complaints
http://psc.ky.gov/Home/Consumer _Intra

Industry:

Kentucky Power https://www.kentuckypower.com/
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DukeKentucky- https://www.duke-energy.com/
LGE, Kuhttps://lge-ku.com/

East Kentucky Powenhttps://www.ekpc.coop/
Big Rivers https://www.bigrivers.com/

TVA- https://lwww.tva.com/

MISO- https://www.misoenerqy.org/

PJM- https://www.pjm.com/about-pjm

Process:

Natural gaga colorless, odorless, gaseous hydrocardbhbreaks to the surface with additional
gases and liquids. Processing plants have to separate natural gas from oil. Removing the
additional gases makes natural gas puidEne cryogeniexpansion process refines natural gas to
its final form In general, natural gas processing includes the following steps:

1 Condensate and Water Removal

Acid Gas Removal

Dehydration¢ moisture removal

Mercury Removal

Nitrogen Rejection

Natural Gas Liquids (NGRgcovery, Separation, Fractionation, and TreatmemMNGL

= =4 =4 A4

Kentucky ha82,741 miles of natural gas, hazardous liquids, and hydrocarbon gas liquids
pipelines, ® active natural gas storage areas, and two processing plants. Kentucky has over
2,500 fuel distributors including approximately 240 propane distributors.

Naturalgas may be stored in a number of different walykast commonly, it is held in an
underground reservoir, undgressure in three types of facilitieShese underground facilities

are depleted reservoirs in oil and/or natural gas fields, aquifers, and salt cavern formations
Sedimentary basins trap huge reservoirs of natural aerder togain access to these natural

gas reservoirs, a hole (sometimes called a well) must be drilled through the rock to allow the gas
to escape and be harvested.

Some industrial and large commercial or institutional customers buy their gas directly from
wellhead producers or gas marketeand the gas is delivered to the customer by interstate
pipelines (regulated and inspected by the Federal Energy Regulatory Commission (FERC) and
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Pipeline and Hazardous Material Safety Administration (PHMS¥)R (1 KS Odzad 2 YSNID A
distribution company.

Compressor stations are an integral part of the natural gas pipeline network that moves natural
gas from individual producing well sites to end users. As natural gas moves through a pipeline,
distance, friction, an@levation differences slow the movement of the gas and reduce pressure.
Compressor stations are placed strategically within the gathering and transportation pipeline
network to help maintain the pressure and flow of gas to market.

Natural gas usage in the state is evenly divided by volume between residential and industrial
users. The PSC regulates distribution rates and service terms for all inwested natural gas
providers in the state. Municipally owned utilities systemsravesubject to PSC regulation of
rates and services. Both regulated and wregulated natural gas providers are, however,
inspected for pipeline safety pursuant to state and federal pipeline safety regulations.

Natural gas price and supply problems should be referred ta®€ for jurisdictional
companies. Problems with municipally owned systems should be addressed directly by the
municipality.

TheEEMivision of Oil and G&sa Y Asdoaefiaye the crude oil and natural gas industry in
the Commonwealth; protect the correlative rights of mineral ownémsshwaterzones and

minable coal seams; and conserve and protect oil and gas reserves in Kefhtelkyatutes and
regulations of the Division of Oil and Gas require a permit to be obtained prior to any drilling
activity. Please refer to the Oil and Gas Operator's Manual for all of the division's requirements
regarding the drilling, produg, and plugging of oil and gas wells in the Commonwealth.

The Division of Oil and Gas maintains a well history database for each well containing data
relative to the permit, operator, well location, pertinent datesd well completion.Currently,
there are 158,507wellsstored online. This information is shared with the Kentucky Geological
Survey (KGS) to assist in the compilation of oil and gas data.

See Appendidfor Natural Gas Transmission Capaaitg AppendixKfor Natural Gas
Distribution Utilities
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Natural Gas Distribution Service Areas

Gas distribution service areas do not have legal boundaries, or
legally designated service termitories. Service areas may overlap.
i i and farm

Matural gas. ion utilities,

taps on gathering systems are excluded. and underground propane
systems with more than 10 customers are included. The Public Service
Commission regulates all natural gas distribution utilities for safety.

Fgure 36: Kentucky Natural Gas Distribution Map

Kentucky Natural Gas Infrastructure

Capacity in Millions of @ aquifer
Cubie Feet per Day
(MMcfd)

.

ycen
ooooo

Figure ¥: Kentucky Natural GaMaster Map
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Figure38: Kentucky Natural GaSupply Chain

State Government:

KentuckyPublic Service Commissiehttps://psc.ky.gov/

Division of Consumer Servicdsttps://psc.ky.gov/home/complaint

Federal Government:

Federal Energy Regulatory Commission (FER®://www.ferc.gov/

Pipeline and Hazardous Material Safety Administration (PHMSA)
https://www.phmsa.dot.gov/

National Response Centehttps://www.epa.gov/emergencyresponse/national
responsecenter

CoOw/ Qa tdzf AO Ly T 2-Kios:/Avweigic.omiibickeerér@Soom 2 2 Y
DNR Oil and Gasttps://eec.ky.gov/NaturalResources/Oiand-Gas/Pages/default.aspx
Industry:

The American Gas Associatidmtps://www.aga.org

Kentucky Gas Associatiehttps://kygas.org

Kentucky Oil and Gas Associatidnitps://members.kyoilgas.org/site_home.cfm
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64 Coal

Process:

Kentucky's coal industry produced approximaty5Smillion tons ofcoal in 2@0 andemployed
an average off,076miners. Kentuckproducescoal from two major fields: the Appalachian
basin n the eastern part of the statand the lllinois basin in the westerrag of the state.
Easternand 8 & 0 SNy YSy (Gdz01& YAySa SIOK LINRRdzOS

Coal is used to genera@®% of the electricity in Kentucky an@% of the electricity in the
nation as a whole. Since it is one of thevestcostmeans of producing electricity available,
continued use of coal helps keep electricity prices down. Abdui of the coal mined in
Kentucky is exported to other states.

Kentucky Coal Distribution by Destination, 1983-2020

Million Tons

_ EKY Domestic Exports _ WKY Domestic Exports EKY In-State

P WKY In-State I < Foreign Exports B Unknown*

Kentucky Energy Database, EEC-OEP, 2023
Data Source: EIA-923 & U.S. Census Bureau-Foreign Trade Division

*Combination of Industrial, Institutional, & Unknown

Figure39: Kentucky Coal Distribution, 1982020

State Government

TheEnergy and Environment Cabirigtiate Energy Offi6SECEEC- https://eec.ky.gov/
Kentucky Department of Natural Resouredstps://eec.ky.gov/

Industry:

Kentucky Coal Associatiehttp://www.kentuckycoal.org/
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6.5 Petroleumand Natural Gas Liquids

Process:

Crude oil is turned into petroleum produdisrough a refining proces<rude oil is called
GagSSié 2N Gaz2dz2NE RSLISYRAY 3 2s0lfuiickude islcallddpiri 2 F
LG Aa |faz2 Ol fécr8de dependindiiktiieinolécylaR weight. 3¢ teehame

implies light crude flows easily while heavy crude laaseaviertar-like consistency.

Crude oil is transported byigeline,barge, and tanker to refineries where it is distilled into
various petroleumThe unit measurement for crude oil isharrels(bbls). A barrel of crude

equals 42 U.S. gallons. In a Antuitive occurrence, aefinedbarrel of crude produces 44.S.
gallons of finished petroleum products. While the finished product produced differs depending
on the type of crude used, on averaggmsoline, diesebnd jet fuel are the largest finished
components by volume.

Petroleum products made from
a barrel of crude oil, 2023

gallons
- In 2028, 33% of the crude oil
Lflﬂ_d;?':ue' consumed inthe United States

was imported. Kentucky
imports nearly 98% of crude oil

hydrocarbon gas
liguids—1.55

gasoline—19.57

)

Data source: LS, Energy Information Administration, Petroleum Supoly Manthiy,
March 2024, preliminary data

MNaote: A 42-gallon (U.5.) barrel of crude oil yields about 45 gallons of petroleum
products because of refinery processing gain. The sum of the product amounts in the
image may not equal 45 because of independent rounding

Figure 40:Products Made from a Barrel of Crudail 2023
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Marathon Petroleum Corporation is an integrated downstream energy company headquartered

AY CAYRfl @ hKA2®d ¢KS O2YLIlye 2LISNIF¥GSa GKS yI
million barrels per day of crude oil capacity across 16 refineries, imgjucgntucky.

/| NYzZRS 2Af A& LINRPOSaaSR G YSyiddz01eQa aAy3atsS N
northeastern Kentuckgn the western bank of the Big Sandy Riaed can process 291,000

barrels of crude oil per calendar daypgoocesses sweet and sour crude oils intotor gasoline,
distillates, asphalt, heavy fuel oil, and propane.

A smaller facility sited near Somerset, Kentucky is engaged in soybean oil processing and serves
as a regional petroleum fuel termindh 2021, thisite added capacity to produce biodiesel and
biofuel blending operations.

Kentucky Crude QOil and Petroleum
Infrastructure

W Refineries
Crude_Pipelines

—— Petro_Pipelines

I:l KY_Counties

Figure4l: Kentucky Crude Oil Pipelines 2021
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Source Alegro Energy Group, 2001
Figure £: Selected Crude Oil Trunk line Systems

Petroleum Administration for Defense Districts Cl/fl
¢ Vs, PADD1A:
New
OR M PADD1B ’
PADD 5: e L@
West Coast, rdge | Cruseee .
AK, HI N O ew York
San Franciago NV \
A PADD 1
East
Los Angold® AZ Coast
AK Hi

Source: U.S. Energy Information Administration.
Figure43: PADCRegions
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Sowrce U S Energy Information Administration
Product Supply
Eastern Midwest (PADD 2)
® = Bulk Terminal

@® = Refining center Lake Superior
O = Refinery
=» = Product Pipeine

= Urban Areas ‘./’_j
-» = Colonial Pipeine ('la

- (’1'
=»> = Plantation Pipeline 3
= Magellan Pipelne Company %
= = Explorer Pipeine Crude Dissiiazon Capacity “"c “::"
- = TEPPCO Pipeline Barrels per calender dey (bicd) 132,000 bled
8P
= Buckeye Pipeline Northe: PBF Energy
= r‘;ﬁmum 413,500 bicd Yoledo
= = Marathon Pipeline - . 160,000 bicd
( :m}w.u 0 =
=» = Sunoco Pipeline - Husky
Ppmnp.v-
p”\,,, 153.000 bicd
To Southern Midwest «*

(Dubuque. (A)

From Southern Midwest Cleveland Marathon
(Des Moines lA) Canton
P 93,000 bicd
Lorrgroi To PADO 1
175 940 bied (Przsburgh, PA)

ExxonMobil | *

B
-
“olet ép
238.600bicd | g

Husky Energy

Lme
» Expiorer, 1
X Pipeline 52 000 b/icd
Marathon Marathon
Robinson Catiettsburg
212,000 bicd 273.000b/cd

From PADD 3 River %,
By, o

' S ToPADD?

- 'Q.. ‘é (West Virginis)

27.100 bikcd

Valero
Memphs
190.000 b/cd
From PADD 3
(Beaumont, TX) | From PADD 3
From PADOD 1

"Note Centenmal Pipeline. idle since 2011  (Aanta, GA)

Figure44: PADD 2 Petroleum Product Flow

In the event of a petroleum emergency, such as a pipeline break, -sgoerity attack, or other
such event, the SEBEC will activate the Kentucky Petroleum Shortage Annex (found in

Appendix H).

State Government:

The Bergy and Environment Cabinets State Energy Office-ERED
http://eec.ky.qov/Enerqgy/

FederalGovernment

Pipeline and Hazardous Material Safety Administration (PHMSA)
https://www.phmsa.dot.gov/

105


http://www.eec.ky.gov/
https://www.phmsa.dot.gov/

KentuckyEnergy Securiti?lan| 2024

Industry:
Kentucky Petroleum Marketers Associatidmitps://kpma.org/
American Petroleum Institutehttps://www.api.org/

6.5.1 Gasoline

Process:

After gasoline is refined from crude atimust be shipped from the refinery to be distributed to

consumers. Gasoline is shipped to terminal locations by pipeline, barge, rail, and truck. Gasoline

is the most used transportation fuel in the state.2020, @ averageeachKentuckian consunse
1.12 gallonsof gasoline gery day

Terminals may accept gasoline from one or many sources making it nearly impossible for the
consumer tadistinguishwhere their product was produced.

From the main storage terminalgansport trucks moveasolineto jobbers or smaller

marketing terminals. Jobbers amaarketers ship gasoline to retail outlets, industayd

individuals where it sold as branded or unbranded. Branded outlets sell only the-bané
product while unbranded outlets may sell any brand. As mentioned earlier, the branded name
R2Sa y2i0 ySoOoSaalNrRte YSIy (GKS 3lLaz2ftAyS ol &
difference in brands im the additivesthat are generally mied in at the terminal. Gasoline also
changes with the seaspwapor pressure increases in the winter to aid in vehicle starting.
Shortages may occur when refiners are seasonally converting fuels.

Reformulated gasoline (RFG) is gasoline blended to burn more cleanly than conventional
gasoline and to reduce smdgrming and toxic pollutants. The RFG program was mandated by
Congress in the 1990 Clean Air Act amendments. RFG is required in citieglvgmbg levels

and is optional elsewhere. RFG is currently used in 17 states and the District of Columbia. About

LINL.

25 percent of gasoline sold in the U.S. is reformulated. In Kentucky, RFG covered areas based on

being classified ozone nonattainment areasted time that the state requested to opt into RFG
under 42 U.S.C. 7545(k)(6)(A)(i) include Jefferson, Bullitt, and Oldham counties.

State Government:

The Energy and Environment Cabinet State Energy OfficeHBED
http://eec.ky.qgov/Energy/

Kentucky Department for Environmental Protectidnitp://eec.ky.qgov/Enerqy/
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KentuckyState Fire Marshalksfm.ky.gov

CHFS Hazardous Materials
https://chfs.ky.gov/agencies/dph/dphps/Pages/default.aspx

Industry:

Kentucky Petroleum Marketers Associatidmttp://www.kpma.org/
Energy Marketers of Americattp://www.pmaa.org/

American Petroleum Institutehttp://www.api.org/

B.P. Americahttp://www.bp.com

Chevron Corgration - http://www.chevron.com

Phillips 66 https://www.phillips66.com/

Gulf Oil- https://www.qulfoil.com/

ExxonMobil Corporationhttps://corporate.exxonmobil.com/

Marathon Petroleum Company ERttps://www.marathonpetroleum.com/
Catlettsburg Refinery
https://www.marathonpetroleum.com/Operations/Refining/CatlettsbuRefinery/
Shell Oil Compamyhttps://www.shell.us/

Marathon Pipeline https://www.marathonpipeline.com/

Kentucky Grocers and Convenience Store Associalitips://kgcsa.com/
Valero- https://www.valero.com/sites/default/files/valere

documents/US%20Pipelines%20and%20Terminals%200verview.pdf

6.5.2 Diesel Fuel/Heating OIl
Process

Diesel fuel and heating oil are closely related products. Together they are gemefathed to

as distillates. The primary difference is sulfur contemghr$ulfur distillate is generally what is

dza SR F2NJ KSIFGAy3 YR 2FGSy NBFSNNBR Ia aKSIGA
of distillates For homes and businesses that rely on heating oil, timely supply is essential.
Occasionally, severe weather may make it difficult for retail heating oil dealers to service

individual homes and businesses. This supply and demand issue has caused ligaiices to

vary greatly thraighout the year, generally being higher in the winter reflecting the greater

demand.

Diesel fuel is the primary petroleum product used in the transportation, agriculture, and
manufacturing industries. Sertnucks, trains, boats, barges, tractors, combines, bulldozerd,
other large vehicles and machineauge diesel engines. Diesel engines are also used to power
electric generators for utility peaking and for industrial, commeraadtl institutional backup.
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While some agricultural and efbad constructionequipment can use highulfur dieselon-

highway transportation vehicles must use a distillate fuel with a sulfur content of less than 0.05
percent (referred to as lovsulfur diesel). These same standards are slowly being phased in for
off-road engines in mining, farming, rahd marine industried.owsulfur diesel currently

makes up abou®5 percent of the total distillate sold.

Pipelines and barges are used to transport refined petroleum products to terminals where
transport trucks move the product mbbers or marketer terminalslobbers and marketers
provide delivery services to their customers. Customers include service stations, industry, and
private individuals.

See Appendikfor a list of Prime Supplier Conta@sd AppendixM for a list of Motor Fuel

Retailers
LIQUID FUELS

REFINED :
CRUDEOIL e e Downstream
Lo PRODUCTS
Crude Product END USE
Imports/ Qﬁ Imports Residual &
Exports Exports Distillate
International % Electric
) ROUE Power
Markets oo i
S
OILWELL CRUDE PETROLEUM BULK =
B STORAGE o REFINERY TERMINAL o) ya m Aviation
Ay e X
L wgc) %«H«c =
5 @ ®)
& & ;
) = Bunker Waterborne
& o\l | aels o
\‘ (—— =5 ETE ngo & Lz Vessels
iy —
e T [m] Retail
imam.‘é N , Stations
Biodiesel Gasoline
BIOFUEL Heating & Diesel
PLANT " oH
;E lu)‘ HEATING -—n—-Q Residential
= S &Commercial
@ OIL DEPOT an Qa0

U.S. DEPARTMENT OF

ENERGY

£5 7

Cybersecurity, Energy Security, Heating Oil
and Emergency Response b

Delivery Truck

Figure45: Liquid Fuels Supply Chain

State Government:

The Energy and Environment Cabinet State Energy OfficeHBED
http://eec.ky.qgov/Energy/

Kentucky State Fire Marshatsfm.ky.gov

Industry:
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Kentucky Petroleum Marketers Associatidmttp://www.kpma.org/

Energy Marketers of Americdnttp://www.pmaa.org/

American Petroleum Institutehttp://www.api.org/

B.P. Americahttp://www.bp.com

Chevron Corgration - http://www.chevron.com

Phillips 66 https://www.phillips66.com/

Gulf Oil- https://www.gulfoil.com/

ExxonMobil Corporationhttps://corporate.exxonmobil.com/

Marathon Petroleum Company ERttps://www.marathonpetroleum.com/
Catlettsburg Refinery
https://www.marathonpetroleum.com/Operations/Refining/CatlettsbuRefinery/
Shell Oil Companyhttps://www.shell.us/

6.5.3 Kerosene/Jet Fuel

Process:

Kerosene is used as a home and agricultural heat source. It is mainly used for space heaters and
cook stoveslt can also be used as anergysource in lamps.

A more refined kerosene product is called jet fuel. Jet fuel is used in the aviation industry to
power jet aircraft and rocket engines.

Truck, pipelines, and barges transport kerosettds shipped to terminals where smaller
transport trucks move it to customers. Customers include airports, grocery stores, service
stations, industries, and individuals.

See Appendii for a list of Oil and Aviation Distributors

State Government:

The Energy and Environment Cabinet State Energy OfficeHBED
http://eec.ky.qgov/Energy/

Kentucky State Fire Marshatsfm.ky.gov

Industry:

Kentucky Petroleum Marketers Associatidnttp://www.kpma.org/
Energy Marketers of Americattp://www.pmaa.org/

American Petroleum Institutehttp://www.api.org/

B.P. Americahttp://www.bp.com
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Chevron Corgration - http://www.chevron.com

Phillips 66 https://www.phillips66.com/

Gulf Oil- https://www.gulfoil.com/

ExxonMobil Corporationhttps://corporate.exxonmobil.com/

Marathon Petroleum Company LRttps://www.marathonpetroleum.com/
Catlettsburg Refinery
https://www.marathonpetroleum.com/Operations/Refining/CatlettsbuRefinery/
Shell Oil Compamhttps://www.shell.us/

6.5.4 Propane

Process:

Propane (liquefied petroleum gas) is used in approximét8lyercent of Kentucky homes. It is

also used in home appliances such as air conditioning units, cook stoves, water heaters,
fireplaces, generators, clothes dryers, and gas grills. Numerous industries use propane as a
catalyst to heat industrial processesopane is the thirdargest source of motor fuel in the U.S.

and an approved clean fuel source used to power cars, trucks, buses, forklifts, lawnmowers, and
other vehicles used in both eand of-road applications. Propane is a major source of fuel for
agricultural applications including heat for livestock buildings and greenhouses, irrigation
pumps, crop drying, and weed control.

Pipelines and petroleum refineries provide propane supply. Distribution from these supply
sources is by truck transport (approximately 9,000 gallons) or by rail car (approximately 30,000
gallons) to retail marketers. Marketers maintain storage facilitieg support a regional

customer base usually within a 5@ airmile radius. Marketers deliver propane to their
customers using a delivery vehicle called a bobtail. These bobtails hold approxim@@gly 2
gallons of fuel and deliver to stationary custons¢éorage tanks. Propane can also be transported
in smaller(typically 20, 33, or 108pound)cylinders.

Propane is stored under pressure in liquid form. Special operating and safety procedures are
required for the storage and handling of propane gas.

Propane in Kentucky exhibits regionality within our agriculture, residential, and transportation
sectors. In terms of agriculture, there are ~850 lasgale poultry farms in 44 counties. This
represents critical local industries that maintain lifeline\sees for the food sectors. The
dependence of this sector on propane for heating is a critical energy dependency in the state.
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Propane motor fuel markets are expanding rapidly whether school buses, government fleets,
industrial use, or offoad applications. Propane provides reduced emissions, fuel flexibility and
diversity.See AppendiOfor a list of Propane Distributors

CRUDE O1L Upstream PROPANE —

International

Markets
OIL WELL CRUDE PETROLEUM @ END USE
ﬁp STORAGE ﬂﬁm REFINERY Impaorts Exports
o 7
Ay |
Faray @ @ | D‘ill Industrial
cr*lll‘l, {E‘EIL"'> ofil & ey
\ o é BULK &y
ﬁp U= DL @ Agricultural
4 i~ Residential
@ 1 E;é; &Commercial
-on—nnn
GAS WELL GAS NGL PROPANE
PROCESSING FRACTION- DEPOT
PLANT ﬁﬂl ATOR
fy=t =
dife ﬁ! ;@ ir — —_— @
. Ma! !e! Bobtail

Truck

U.S. DEPARTMENT OF

ENERGY

Office of
NATURAL NATURAL PROPANE Cybersecurity, Energy Security,
GAS GAS LIQUIDS and Emergency Response

Figure46: Propane Supply Chain

Kentucky Households using LP Gas

Percent of Occupied Households per County

Heating LPGas (%)
[ 1.09-485

[ ] 4.86 -9.39

I 9.40 - 15.25

B 15.26 - 23.10

N 23.11 - 37.86

Figure 47: Kentucky Propane Households
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State Government:

The Energy and Environment Cabinet State Energy OfficeHEED
http://eec.ky.gov/Energy/

Kentucky Transportation Cabinelittps://transportation.ky.gov/Pages/Home.aspx
Kentucky Emergency Managemeifiittps://kyem.ky.gov/Pages/default.aspx
Kentucky State Fire Marshatsfm.ky.gov

Industry:

Kentucky Propane Gas Associatidnitp://www.kypropane.org/

National Propane Gas Enterprise Products Operating LLC
https://www.enterpriseproducts.com/

Todhunter Terminal http://www.usa.com/frs/enterprisetodhunterterminal.html

6.6 Biomass andiofuels

Process:

Biomasgorganic matter) can be used to provide heat, make fuels, chemaadsother

products, and generate electricity. Wood, the largest source of bioenergy, has been used to
provide heat for thousands of yearslowever there are other types of biomagkat can be

used to produce fuels, chemicaénd power. These inclug#ants, agricultureandforestry
residues and the organic component of municipal and industrial wastes.

6.6.1 Biofuels

Process:

Biofuels are fuels made from biomass or its derivatives after processing. Biofuels such as ethanol
and biodiesel offer a renewable alternative to oil for liquid transportation fuels. They can be

made from virtually any planterived organic matter, agridwiral crop or from recycled

materials like restaurant grease and sewage sludge.
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Kentucky Biofuels Production

Indianapolis]

Puye Frankfort

Lexington:
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Figure 8: KentuckyBiofuels Production

State Government:

The Energy and Environment Cabinet State Energy OfficeHBED
http://eec.ky.gov/Enerqy/

Kentucky Department of Agriculture Weights and Measures
https://www.kyagr.com/consumer/weightand-measures.html

Industry:

Kentucky Clean Fuels Coalitianttp://www.kentuckycleanfuels.org/
Renewable Fuels Associatiohttps://ethanolrfa.org/

Advanced Biofuels Associatiehttp://advancedbiofuelsassociation.com/
Continental Refininghttps://www.conrefco.com/

Producers:

Commonwealth AgtiEnergy- http://www.commonwealthagrienergy.com/
Parallel Productshttps://www.parallelproducts.com/

Owensboro Grainhttps://owensborograin.com/
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6.6.2 Bio-based Products
Process:

Bio-based products are produced from renewable plant and animal sources and are generally
presumed to be more environmentally benign than their petrolebasedcounterparts They

are usually biodegradable and can be returned to the earth at the end of their useful life or
recycled and used again.

The Renewabl€hemicalProduction Tax Gredit isa nonrefundable and nontransferable
creditavailable for tax years 2021 through 2024 that may be applied against income taxes
imposed by KRS 141.0@60dividual income ta)or KRS 141.040 (corporation income tax) and
the limited liability entity tax (LLET) imposed by KRS 141.0401 in an amount certified by the
Department of Reveraei

State Government:

The Energy and Environment Cabinet State Energy OfficeHBED
http://eec.ky.qgov/Energy/

Division of Forestryhttps://eec.ky.gov/NaturalResources/Forestry/Pages/default.aspx
YSy G dzO1 & 5 S LI NIiReswable iemicalPduytidnSTexaCredit
https://revenue.ky.gov/Business/Pages/RenewableChemicalProductionTaxCredit.aspx
Federal Government:

U.S. Department of Agriculture
https://www.biopreferred.gov/BioPreferred/faces/pages/BiobasedProducts.xhtml
Industry:

Kentucky Foredndustry Associationhttps://www.kfia.org/

Producers:

Bioproducts, LL&http://www.bioproductsllic.com/

RedLeaf Biologicttps://redleafbiologics.com/

Smartwood USAhttps://www.smartwood.world/

6.7 Transportation

6.7.1 Natural Gas and Hazardous Material Pipeline

Process:

Pipelines are an efficient method of transport for natural gas, petroleum faats other
chemicals. Almost all of the sta®ecrude oil supply enters via pipeline. Finished petroleum
products (gasoline, diesel, kerosene, jet fuel, and propane) are also most commonly transported
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into and out of the Commonwealth by pipeline. The other major commodity exclusively
transported by pipeline is natural gas.

To aid supply reliabilitycrude oil and petroleum products can be received from areas that are
north and south of the state. For the most paransport lines have excess capacity. Only in
periods of extreme winter conditions are there sometimes stiertm propane supply lines
allocations Pipeline supply and distribution could be a major concern during a natural disaster
such as an earthquake or hurricane that limits operation.

Several natural gas pipelinesve natural gas within the Commonwealth. TP8Gs under

contract with the US Department of Transportation, Pipeline Hazardous Materials Safety
Administration (PHMSA) to regulate safety issues related to intrastate hazardous materials

LIALISE AySad ¢KS t{/ Qa NBa LR yriliRes, bifardigasSallectioy’ Of dzR S
lines, and two finished petroleum product lines. The PHMSA retains primary responsibility for all
interstate pipelines located in the state.

In the event of an intrastate pipeline disruptio@sulting from deak, rupture,or explosion

(Appendices J and AppendixteKentuckyt { / = G KS 9y SNH@& YR 9y JANRY
Emergency Response Team (ERT), and the Fire Manshaditified immediately. Depending on

the emergencythese agencies will coordinate and respond accordingly. If the disruption

involves an interstate pipeline, PHMSA is the primary agency in control, howev&Stheay

be asked to assist until PHMSA officials can arrive at the location.
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Kentucky Pipelines
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Figure49: KentuckyMaster Pipeline Map

State Government:

Public Service Commissiehttps://psc.ky.gov/

9y SNHE& | YR 9y JAimMNBynedaRéspdnse®rantts G Qa 9
https://eec.ky.gov/Environmental
Protection/Waste/Pages/EmergencyResponseBranch.aspx

Kentucky State Fire Marshatsfm.ky.gov

The Energy and Environment Cabinet State Energy OfficeHEED
http://eec.ky.qov/Enerqy/

Federal Government:

US Department of Transportatioerttps://www.transportation.gov/
Pipeline Hazardouslaterials Safety Administratiolwww.phmsa.dot.gov
Emergency Call(800) 4248802

Industry:

Enterprise Product®perating LLENttps://www.enterpriseproducts.com/
MarkWest Energy Partnerhttp://www.markwest.com/

Marathon Petroleum Company ERttps://www.marathonpetroleum.com/

116


https://psc.ky.gov/
https://eec.ky.gov/Environmental-Protection/Waste/Pages/EmergencyResponseBranch.aspx
https://eec.ky.gov/Environmental-Protection/Waste/Pages/EmergencyResponseBranch.aspx
file:///C:/Users/joe.newberg/Desktop/ksfm.ky.gov
http://www.eec.ky.gov/
https://www.transportation.gov/
http://www.phmsa.dot.gov/
https://www.enterpriseproducts.com/
http://www.markwest.com/
https://www.marathonpetroleum.com/

KentuckyEnergy Securiti?lan| 2024

6.7.2 Motor Carrier
Process:

Motor Carrier is a common method of transport for many energy commaodities. Finished
petroleum products, coal, propane, and biofuels are all regularly transported by tiuektor
trailers will normally haul tanker loads up to 65,000 pounds (fuel and truck must not exceed
85,000poundg. Carriers with special permits in Kentucky allow coal trucks to haul up to
120,000 poundsThese carriers often delivéine finished producsto terminals where smaller
trucks will in turn move produstto the service facilities or the consumer.

The major energy issue related to motor carrier transportation is the safe and reliable delivery of
fuels to endusers. The primary agency responsible for developing standards for regulation of the
trucking industry is th&ederal Motor Carrier Safety Administration (FMCSA).

Federal regulations on public protection related to driver qualification and safety issues can be
found at49 CFER Parts 390 through 399

Natural disasters and adverse weather conditions are the most common factors that cause
delays in the delivery of fuels and therefore the main cause of concern for the energy industry
and the population in general. Historically, adverse weather conditi@ve affected transport

driver hours in the most dramatic way. Truck drivers, by regulation, are limited by the number of
hours they can drive without a break and by the numbehadrsthey can drive over a given

period. High fuel demand and poor road @tions often magnify the effect of these restrictions
duringthe winter months. These conditions can be especially true during winter snow or ice
storms. Long waits at terminals, slow la@mes, andpoor driving conditions can quicktieplete
allowed hours.

The government has attempted to address this issue through FM&fsiRations thatallow for
waivers ofHours of Service (HO®trictions in order to provide fuel in times of need.

Provisions are established for both local and regional emergencies and allow extended service
hours anywhere the driver travels to support the identified emergency. In Kentucky, the process
begins wih a hauler or trade association requesting an extension either to theEED) KYDQT

or directly to FMSCAhe full HOS procedure is contained in Appe@int this document.
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State Government:

Transportation Cabinethttp://transportation.ky.gov/

Department of Vehicle Regulatiemttps://drive.ky.gov/

Kentucky State Policehttp://kentuckystatepolice.org/

Commercial Vehicle Enforcement Divisidritps://kentuckystatepolice.org/commercial
vehicleenforcement/

The Energy and Environment Cabinet State Energy OfficeHEED
http://eec.ky.qgov/Enerqy/

Federal Government:

Federal Motor Carrier Safety Administration (FMGS3#p://www.fmcsa.dot.gov/
Industry:

Kentucky Motor Trucking Associatiehttps://kytrucking.net/
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Figure50: Kentucky Coal Haul Highway System M2p19

Source: https://transportation.ky.gov/Planning/Pages/CoalHaukHighwaySystem.aspx
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6.7.3 Rall
Process:

Rail shipment is generallyn&nergyefficientand safemeans of land transpoybutit is highly
capitatintensive. The efficiency of rail shipment depends the commodity being transported.
Most energy commodities are higtensity materialsand therefore when moved in bulk, rail
provides an ideal method of shipment when available.

Rail ships energy commodities in op@pped cars and tank cars. Coal, petroleand wood

pellets are all ideal goods for rail shipment when possible. A typical rail car will hold around 115
tons of material with a typical train pulling at least 100 célgloading, or transferring materials
typically takes place at specific locations known as "tipples"” for coal and at a "refinery" for
petroleum productsOffloading will be at power plants and distribution terminals.

Railroad class is identified by tBeirface Transportation Board (SD&¥ed on annual gross
revenue. For freight, railroads are listed as either Clasol, lll.

See Appendix €@r Kentucky'dActiveRailroads Contact the Kentucky Transportation Cabinet for
additional information.

State Government:

Kentucky Transportation Cabinet
https://transportation.ky.gov/MultimodalFreight/Pages/Railroads.aspx
Division of Planninghttps://transportation.ky.gov/Planning/
Multimodal Freight: Railroads
https://transportation.ky.gov/MultimodalFreight/Pages/Railroads.aspx
Federal Government:

Surface Transportation Boardhttps://prod.stb.gov/
FederalRailroadAdministration (Atlanta Regiorhttp://www.fra.dot.gov/
Industry:

Kentuckians for Better Transportatiemttp://www.kbtnet.org/

6.7.4 Barge

Process:

Kentucky has,600 miles of navigable inland waterways. Transporting materials by water is an
extremely efficient method of shipment. It requires far less energy to ship by barge than other
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methods of shipment. A gallon of fuel can move a ton of material 514 miles by barge, whereas
that one gallon of fuel would only move that ton of material 59 miles by truck and 202 miles by
train.

This efficiency is related directly to the tonnage hauledh®vessel. A single barge can haul
1,500 tons of material, a jumbo hopper rail car can faggroximately 11%ons of material,and
a larger semtrailer canmove 26 tons of material Stateddifferently, a15-ton barge(a normal
bulk load on the Ohio Rivetan carry the equivalent load of 870 setrdilers. This makes barge
shipment extremely efficient for bulk materials over long distances.

Kentucky rankamongthe top fivestatesin the shipment of domestic waterborne tonnage.
Coal represents the bulk of the tonnalg farat over 47 percent of the total volume shipped.

Petroleum and o ther 12 percent of the
goods moved.

Commodities in KY by Million Ton

Coal/Pet Prod
m Coal
Gravel
m Gasoline
Waste/scrap

m Basic chemicals

Nonmetal min.
prods.2

http://ops.fhwa.dot.gov/freight/freight_analysis/faf/index.htm

Figure51: Commodities in Kentucky (MMTohs

Kentuckyislocatedl &0 (G KS Kdzo 2F GKS ylraAz2yQa AytlyR gl 0
it an integral link between Canada, Mexiemd the portsan New Orleans and MobiJéAL This

proximity to United States and world markets makes the state espeeidthctive for the

processing and distribution of energy commaodities in all phases of production.

Kentucky had0 publicriver ports seven of these are operating ports with the otltree under
development. Each port serves the individual countyhere it is locatedthe area at largeand
the entire state Some facilities are quite mature while others are still in their infancy. In
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addition to the public portsthere are also several private ports in the state. Some of these
serve one specific facility while others are for general commerce.

Figure52: Kentucky Publi®iver PortDirectors2023
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