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How To Create A New CDX Account.
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New CDX and Login.gov User.

1. Go to https://cdx.epa.gov/.
2. Click “Register with CDX".
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Log in to CDX
User ID

Forgot your User 1D?
Warmning Notice and Privacy Policy

Welcome

Welcome to the Environmental Protection Agency (EPA) Central Data Exchange (CDX) - the Agency's electronic reporting site. The
Central Data Exchange concept has been defined as a central point which supplements EPA reporting systems by performing new
and existing functions for receiving legally acceptable data in various formats, including consolidated and integrated data.

3. Terms and Conditions:

o The access and use of CDX Registration for the electronic submittal of environmental

information require the creation of a user ID and password that | must maintain and keep
confidential.


https://cdx.epa.gov/
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The access and use of CDX Registration for the electronic submittal of environmental information reguire the creation of a user
ID and password that I must maintain and keep confidential, I will review the following steps concerning the creation and
maintenance of a user ID and password.

Warning Notice

In proceeding and accessing U.S. Government information and information systems, you acknowledge that you fully
understand and consent to all of the following:

1. you are accessing U.S. Government information and information systems that are provided for official U.S. Government
purposes only;
, unauthorized access to or unauthorized use of U.S. Government information or information systems is subject to criminal,
civil, administrative, or other lawful action;
. the term U.S. Government information system includes systems operated on behalf of the U.S. Government;
4, you have no reasonable expectation of privacy regarding any communications or information used, transmitted, or stored
on U.5. Government information systems; -

L

=

I am the original registrant and owner of the User ID requested

WARNING: It is a federal crime to submit identifying information for anyone other than yourself, or to use or share
information with or without another user’s consent. Accordingly, by checking the box, above, you attest that you are
the named account holder and sole registrant to whom account information belongs.

4. Core CDX

o Begin typing a program service name or related keywords to filter the list of available services.
o E.g., NeT. NetDMR, air quality system, AQS, or Clean Air Act.
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CDX: Core CDX Registration i

1. Program Service 2. Role Access 3. Identity Credentials 4. User and Organization

Begin typing a program service name or related keywords to filter the list of available services (e.g., air quality system, AQS, or
Clean Air Act).

Active Program Services List

=

IEPB: Exchange Network Grant Semi-Annual Reporting Forms
NeT: NPDES eReporting Tool (26)

NetDMR: Network Discharge Monitoring Report (25)

5. Select Program Service from the drop-down list.
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CD)= Core CDX Registration B ContactUs

1. Program Service 2. Role Acoess 4. User and Organization

Begin typing a program senvice name or related keywords to filter the list of available services (e.g., alr quallty system, AQS, or
Clean Alr Act)

3. ldentity Credemntiaks

Active Program Services List

net

1EPB: Exchange Network Grant Semi-Annual Reporting Forms

NeT: NPDES eReporting Tool (11)

Nel.l.'IHT Network Discharge Monitoring Report (38)

6. Select a role from the drop-down list and provide any required additional information, if applicable.
o Click on “Request Role Access” to continue.
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Registration Information
Program Service MetDMR Development
Role Mot selected

Select a role from the drop down list and provide any required additional information, if applicable.

Select Role |Permittee (signature) |

COX Help Deck: 888-890-1995 | (970) 494-5500 for Intemational callers

P e | Privecy sl Scowity Mol | Accoility About COX | Frequently Asked Questions | Terms and Conditions | Contact Us

7. Create User ID and enter email address.
o Click on “Continue Registration” to continue.
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3. Identity Credentials ’ 4, User and Organization

Please fill out all required fields marked with an asterisk(*)

Part 1: User Information

User Id * [ ]

Email Address * |example@example.com |

8. Leaving CDX:
o You will be redirected to Login.gov to either set up or log in to an existing account.

o Once you've logged in successfully, you will return to CDX to continue your registration process.
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Leaving CDX

You are being redirected to Login.gov to either set up or login to an existing account. Once you've logged in successfully, you will
return to CDX to continue your registration process.

e

& Contact Us

CDX Help Deske 888-890-1995 | (970) 494-5500 for Intermnational callers

EPA Home = Privacy and Security Molice | Accessibility About COX | Freguently Asked Questions | Terms and Conditions | Contact Us

9. New Login.gov account creation.
o Click on “Create an account.”
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EPA CDX Smoke Test is using
Login.gov to allow you to sign in to
your account safely and securely.

Sign in for existing users

Ernail address

Password

O Show password

Sign in with your government emeloves D

10. Use the same email used in CDX registration in step 6.
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EPA CDX Smoke Test is using
Login.gov to allow you to sign in to
your account safely and securely.

5"" "

Create an account for new users

Enber your email address

Salect your amail languags praferenc
Lisgiry o Blra you 19 Fachm youl mail communiciion

Erglish. Spanish of Fry
D English jdetault)
O Espahiol

0 Francais

EI red wnd acoept the Logingoy Bulss of Use e




11. Check your email:
o Login.gov will send an email to the email address with a link to confirm your email address.
o Follow the link to continue creating your account.
o You can close this window if you’re done.

Confirm your email inbox =

Login.gew <nc-reply@identitysandber, gov

U LOGIN.GOV

Confirm your email

Thanks for submitting your email address. Please click the link
below or copy and paste the entire link into your browser. This
link will expire in 24 hours.

Confirm email address

https:/fidp.int.identitysandbaox.gov/sign_up/email/confirm?
_request_id=17ba1ab0-T42e-46d7-8adb-
T6338d2963ac&confirmation_token=zhpcRBtB1PstnNGgcsLe

Please do not reply to this message. If you need help, visit
login.gov/help!

12. Email confirmed.

OLocinGov  SFEPA

@ You have confirmed your email address

Create a strong password

Your password must be 12 characters or longer. Don't use
common phrases or repeated characters, like abc or 111,

Password

Confirm password
[ Show password
Password safety tips +*

Cancel account creation



13. Authentication method setup
o Add an additional layer of protection to your Login.gov account by selecting a multi-factor
authentication method.
We recommend you select at least TWO different options in case you lose one of your methods.
See all four options and descriptions.

DLoGiNGov  SEPA

Authentication method setup

Add an additional layer of protection to your Logingov
account by selecting a multi-factor authentication method

We recommend you select at least two different options in
case you lose one of your methods

o D Authentication application

Download or use an authentication app of
your choice to generate sacure codes.

(] % Text or voice message
Receive a sacure code by (SMS) text or

phone call

m % Backup codes
A list of 10 codes you can print or save to

your device. When you usa the last code,
we will generate a new list. Keep in mind
backup codes are easy to lose

O @ Security key

Connect your physical security key to your
device. You wen't need to enter a code.

O E Government employea ID

PIVACAC cards for government and military
employees. Desktop only.




Add an authentication app

St up an authenticatson app 10 SIEN IN USING teMPorary
security codes. What i3 an suthentication son? e

© Giveitanickname

I you add more than one apo. you'll know which one it
whech

AUTHENTICATION
OPT I o N S © Open your authentication app

€ Scan this QR barcode with your app

Authentication application:

Download or use an O anor i o ey sy
authentication app of your choice .S
to generate secure codes. (oo |

©  Enter the temporary code from your app
Example 123456

B Remember this browser

DLoGinGov  SEPA

Add a phone number

A U T H E N T I CAT l O N We'll send you a one-time code each time you sign in.
O P T I O N S Message and data rates may apply. Do not use web-based

(VOIP) phone services or premium rate (toll) phone numbers.
Phone number

Text or voice message: -

How you'll get your code

Receive a secure code by (SMS) O Textmessage (SMSI | O Phone call
text or phone Ca” You can change this anytime. If you use a landline number,

select “Phone call”

Mobile terms of service

Choose another authentication method
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Save these backup codes

A U T H E N T I CAT I 0 N If you lose your device, you'll need these codes to sign into
O P T I 0 N S Login.gov. Save or print them and put them somewhere safe.

ESGA-VHRK-JVRS 2VN3-@F7F-Nev]

VRGS-APVI-ZKW1 KCBJ-4NRA-NYKS
Backup codes: D3FS-PYKM-FTW1 8GAG-FSKD-28CC
EV22-EY7K-D53X REGI-9PQ6-VHRE

. . G@9Z-2CD2-VTEP 4QM1-DZ7N-PAQH
A list of 10 codes you can print or
Each code can anly be used once. We'll give you new

save to your device. When you i e i
use the last code, we will

generate a new list. Keep in mind
backup codes are easy to lose. E1 e ity bk codes i & e o

+ Download l [ # Print l [ T Copy l

Oiocincov  SEPA

Insert your security key

Use your physical security key 1o add an additional 1ayer of
protection to your Logingov account to prevent unauthorized
scoess. Learn more about security kavs 22

AUTHENTICATION R
OPTIONS i ————

ane is which

Insert a securil into your device
ty ¥

Security key:

Connect your physical security
key to your device. You won't
need to enter a Code' Click “sot up security key” below and follow your

browser's instructions.

© Setup your security key

B Remember this browser

Set up security key

For government employees only:

e Government employee ID.
e PIV/CAC cards for government and military employees. Desktop only.
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Add your PIV or CAC

Set up your PIV or CAC as a two-factor authentication method
20 you can use it to sign in

© Giveitanickname

If you add more than one FIVICAC, you'll know which
one's which,

e Insert your PIV/CAC into your card reader
© Addyour PIVICAC
You'll need to choose a certificate (the right one likely

has your name in it) and enter your PIN (your PIN was
created when you set up your PIV/CAC).

Add PIV/CAC card

Choose another authentication method

14. Continue to registration by clicking “Agree and continue.”

DilocinGov SEPA

© Backup codes were added to your account.

v

Continue to EPA CDX Smoke Test

We'll share your information with EPA CDX Smoke Test to
connect your account

@& Email addresses on your account
= testmendozaepagemail.com

Agree and continue

Cancel




15. Click on “Proceed to login.gov” to return to CDX.

Welcome to the CDX

<EPA
S
ws Untnd States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAD) Help

This is a and is not to be used for any regulatory activity.

& Contact Us

CDX: Central Data Exchange

Leaving CDX
You are being redirected to Login.gov for authentication and will return to CDX upon successful login,

COX Help Desk: 885-890-1995 | (970) 494-5500 for International calkers

EPAHome  Privacy and Security Notice  Accessibility About COX | Froquently Asked Questions | Terms and Conditions | Comtact Us

16. Upon returning to CDX, you will have to complete user registration by entering User information.

Home About Recent Announcements Terms and Conditions FAQ Help

& Contact Us

CD): Core CDX Registration Logged in as TEST2 (Log aut)

1. Program Service v ’ 2. Role Access v 3. Identity Credentials v } 4. User and Organization

Registration Information

Program Service EPA Region 09 - AS-AZ-CA-GU-MP-MW-NN-NV
Role Permittee (signature)

Please fill out all required fields marked with an asterisk(*)

Part 1: User Information

The program you are registering for requires additional proof of identity. Later in the registration process you will be given the
option to use LexisNexis, an identity proofing service. LexisNexis will pull your first, middle and last name exactly as it is
entered on this page.

User ID * TEST2

Title * -Please Select- ~

First Name * |

Middle Initial

Last Name * | |

Suffix -Please Select- v

Securi uestion 1 * b g v

17. After entering your personal information, type in your organization. Click “Search.”

Part 2: Organization Info

Enter organization or organization ID



18. A list of similarly named organizations may appear; select your correct organization by looking at the
address and city.
o Click the correct Organization ID hyperlink on the left-hand side to add your organization.
o If your organization cannot be found, you may request it be added by clicking “request that we
add your organization.”
o Enter Contact Information.
o An email with a verification code will be sent to the email you enter.
o Upon receipt of the email, copy the included verification code and paste it into the
verification code field. A green check mark will appear, letting you know you entered a
valid code.
o Click Register.

Part 2: Organization Info

shell 2
Enter organization or organization ID

Organization ID Organization Name Address City State ZIP Code

20704 SHELL DS 901 LOUISIANA 5T HOUSTON TX 77009

23036 Shell Offshore, Inc 701 Poydras St New Orleans LA 70139

23114 Shell Offshore, Inc. P. 0. Box 61933 New Orleans LA 70161-1933

23578 Shell Pipeline Company LLC 201 Po¥drus Sreet  ney, rfeans LA 70139
Can't find your organization? Use advanced search or request that we add your grganization.

19. If your organization is found, enter additional information and click “Submit Request for Access.”

Part 2: Organization Info

CDX TEST1
777 BRISBANE
HOUSTON, TX, US

77061
Email * test. i@gmail.com
Phone Number * (202) 555-5555

Phone Number Ext

Fax Number

Wrong organization information? Back to Search Results, Use advanced search or request that we add your organization.

20. After adding the organization, a message will load instructing you to check the email account that you
registered with for a confirmation message with a link to activate your user account.
o Enter the code in the email and click on “Create account” to continue account creation.
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CDX Confirmation Logged in as (Log out)

1. Program Service v 2. Role Access v 3. Identity Credentials v 4. User and Organization v

A few more steps...

You will soon receive an email confirmation message at [ ' @gmail.com] with a validation code. Enter the validation
code below or follow the link provided in the email to activate your user account.
Resend validation code

User ID:  TEST2
Code: ( |

Return to CDX Home

21. Email Example.

Core Registration Email Verification Request (TEST) inbox « e @
® noreply-test@epacdx.net 556PM (Tminuteago) ¢ & &
o) B o -

You have successfully created an account with the EPA Central Data Exchange (CDX). In order to complete your registration and begin using the
system, you will need to confirm your account bycompleting either of the following options:

a) Click the following link. You may need to enter the UserlD (TEST2 ) and Password that were selected during the registration process.
hitps:/test epacdx. net/Registration/EmailValidation ?code=pPbhDRT 1GyAt If you click the link and it appears to be broken, please copy and paste it

into a new browser window.

b) In your existing browser window, copy and paste the following code into the "Code” field on the web page: KIKKKN

Once you have successfully logged info your account, you may be required to provide additional information. Any additional information will need to be

sxmsalabsd bafoss soxss ass xhiz da sscsax onsis Mo csxas Mas o

22. After entering the code, you will have to enter your job title, click “Next” to continue:
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CDX: CO re CDX RegiStration Logged in as TEST2. (Log out)

1. Program Service 2. Role Access v 3. User and Organization v 4. Confirmation

Registration Information

Program Service BAH: Load Test AK

Role Permittee (signature)

Enter Your Job Title *

hext

23. As a permittee signatory, you will have to complete an Identity Verification process via LexisNexis
- ldentity verification allows the EPA to confirm applicants have provided sufficient identity
information in order to conduct business safely and securely. Your options are to use the electronic
identity proofing service for immediate access to your program service or to print and submit a
signed form through U.S. Postal Mail to the U.S. Environmental Protection Agency. Note: Additional
LexisNexis® Information.

NOTE: Signatory must enter their legal name, personal home address, date of birth, and last 4 of
SSN.



T

The program you are registering for requires additional proof of identity. Identity verification allows the EPA to confirm applicants
have provided sufficient identity information in order to conduct business safely and securely. Your options are to use the electronic
identity proofing service for immediate access to your program service or to print and submit a signed form through U.5. Postal
Mail to the U.S. Environmental Protection Agency. Note: Additional LexisNexis® Information

LexisNexis® Instant ID

Legal Name
I M

Home Address
Address Line 1*

Address Line 2

City™* || State* v | |Zip Code®

Home or Personal Phone

Home or Perst
Date of Birth
Month®  » | Day* W Year® w
Last 4 of SSN
Last 4 of S5N* | Show SSN

D The name above is me, Please proceed with LexisNexis® Validation.

Paper Verification Exit

24, Sign Signature Agreement.
o Paper and Electronic signing options available.
- If you choose paper, a Signature Agreement will appear.
o Printit, sign it, and mail it to the address on the Signature Agreement. This could take up to
several days or weeks to process.
- Below is an Electronic Signature Agreement.
o Note: If you fail electronic authentication, you will be required to submit a paper Signature
Agreement.
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CD): CDX Registration: Additional Verification Egﬁmﬂ

1. Identity Verificationv” 2. ESA

Electronic NetDMR Electronic Signature Agreement

The NetDMR electronic signature agreement (ESA) is an agreement between yourself and CDX that will authorize your electronic signature. By signing the ESA you agree to
adhere to the conditions listed on the agreement below. Once the ESA has been signed, you will be authorized to sign and/or encrypt information for your data flow. For any
questions regarding the NetDMR ESA, please contact the CDX Help Desk,

(Log.out)

Signing an electronic document on behalf of another person is subject to criminal, civil, administrative, or other lawful action.

rs
U.S. Environmental Protection Agency
Office of Enforcement and Compliance Assurance
NPDES e-Reporting Tool Electronic Signature Agreement
In accepting the electronic signature credential issued by the U.S. Environmental Protection Agency
(EPA) to sign electronic documents submitted to EPA's Central Data Exchange (CDX), and as a
representative for:
Electronic Signature Holder Company Information

Organization Name CDXTESTI

Addresz 777 ERISBANE

City, State, Zip HOUSTON, TX 77061

Province

Country Us

Phone Number (202) 355-3533

T wmasil A ddeann bt s A o T ] s b

Cancel

25. A pop-up will appear. Read the notice, if the information is correct, click on “Accept” to continue
registration.

| certify, under penalty of law that the
information provided in this document is, to the
best of my knowledge and belief, true, accurate,
and complete. | am aware that there are
significant penalties for submitting false
information, including the possibility of fines and
imprisonment for knowing violations.

Signing an electronic document on behalf of
another person is subject to criminal, civil,
administrative, or other lawful action.




26. After clicking Accept, you will be redirected to the CDX landing page.

o Congrats! You have completed your CDX account.

Most Useful - NPDES eReporting Tool (NeT) Help Center

Step-by-step guide for CDX -> Login.gov (Existing CDX users NEW to Login.gov (State and non-EPA users))

KB0016239 v3.0 » 462 Views ® 2mo ago

MSGP Additional Implementation Measures (AIM) (PPT)

KB0014683 v9.0 7 Views e 10mo ago

NeT CGP User's Guide
KB0014844 v13.0 » 161 Views ® 2y ago

How to File Your Electronic Signature Agreement (ESA)

KB0014746 v6.0 * 69 Views ® 4mo ago

How to create and submit a MSGP Annual Report (PPT)

KB0015009 v9.0 ¢ 35 Views ® 2mo ago
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